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1 VYBon

VY oBoM paxay ce 6aBumo cucteMoM OpenSSL y KOHTEKCTY mporpaMckor je3uka CBudt. Y
OKBHpY paja je peanuzoBan CryptoLab, omorau kpunrtorpadckor nena cucrema OpenSSL

HAIMCaHOT y mporpaMckoM je3uky Cudr 3a iOS mnardopmy [1,2].

Nneja 3a mpojekar ce jaBuiia y TOKY MPaKTHYHOT pajia ca Kpunrorpadckum GyHKIHjama, Kajaa je
OmIa HEOIX0/IHA KOMYHHKaIMja u3Mehy pasnuuntux moounaux miardopmu. [Ipumeheno je na
01 OMJTI0 M3Y3€THO KOPUCHO Ha CBAKO]j IJIAaT(OPMH UMAaTH UCTO j€3TPO, Tj. UCTY UMIUIEMEHTALIN]Y
Kpunrorpadckux QyHKIHja Koje ce KopucTe. [TTaBHa MpeTHOCT UCTe UMIJIEMEHTAIIH]E je3rpa je
IITO je TUME UCTH HAYHMH PajJia OCUTYPaH Ha CBAKOj TIIATOPPMHU I1a C€ CAMUM THM SIIMMUHHIIE

no0ap 1eo MOTEHIIMjaTHUX 0arosa.

Ca apyre crpaHe, pa3Boj MOOMITHUX TIAT(HOPMHU U TEXHUKA UMILUIEMEHTAIM]e CY BEOMa )KUBH U
aKTyesmHHU TpeH10BH. CBaka HOBa Bep3Hja IuIaTGopMe MOXKE Ja JOHECe 3HaYajHe TPOMEHE, Kao
HOBE CTaHap/e KOjuMa je HEOIXOAHO MPUIIATOJUTH c€ Y OrpOoMHOj Mepu. Mmajyhu 1o y BUIY
KBJIUTETaH MPOTPaMCKH KO/ je OHa] KOjH MOIITYje CBE aKTyelHe cTaHaap/e miathopme Kojoj je

HaMCH:CH.

OcHoBHa MOTHBAIlM]a 32 OBaKaB U300p TEME j€ YIIpaBO HEIOCTaTaK peliemka koje he Ha caBpeMeH
HauuH Ja omoryhu xopuutheme kpuntorpagckux (yHKIMja MOroJHUX 3a MehymargopMmcky

KOMYHHKAIH]y.
VY nasmeMm pany 6uhe onucana UMIJIEMEHTAIIM]a pelIekha 3a:

1. TIpoGnem jennHCTBEHOT je3rpa PyHKIITMOHAITHOCTH U UMIUIEMEHTAIIH]E Y CIIydajy
ynoTpede Kpunrorpad)cKux ajara U MexaHuzama y MehyriargopMckoj KOMyHUKAIUjH.

2. MoryhHOCT nprMeHe CaBpeMEeHUX KOHIIeTaTa MporpaMupama y Kpuntorpagcke cBpxe.

Pememe je mMIeMeHTUpaHO y BUAY OMOTa4a OKO Kpumnrorpadckor nena cucrema OpenSSL 3a
i10S mnardopmy KopumnihieleM akTyelHe Bep3nje mporpaMckor jesuka Ceudr. Jesrpo OpenSSL-a
npy’ka KoMOaraOwiHOCT u3Mely BUIE pa3IMYMTUX IUTATPOPMH, JOK aKTyelHa Bep3uja
nporpamckor jesuka CBudT 4nHU 1a ce oMoryhu nmpumeHa CBHX CaBPEMEHHX KOHIIeTaTa Koje

OBAj je€3WK JOHOCH.
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llenokynHu  mpojekaT je  OTBopeHor kOga ©  Moxe ce Hahu HA  ajgpecu:

https://github.com/thebrankoo/CryptoLab. Jlaseu pa3Boj he ce 6a3upaTi Ha 3aXTEBUMA 3aj€THUIIES

U ’bCHOM YYECTBOBAbY Y TUPEKTHO] MMIUIEMEHTAIIMjH HOBUX KapaKTEPHCTHUKA.


https://github.com/thebrankoo/CryptoLab
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2 IIporpamcku jesuk CBudrt

CBudT je mporpaMcKku je3uk pa3BHjeH ojl cTpaHe kommaHuje Apple [3,4]. IlpBa Bepsuja je
o0jaBspeHa y jyny 2014. roguHe W MMIUIEMEHTHPAH j€ Kao je3UWK KOju 0o0yXBaTa CBE KOHIIECTITE
caBpeMeHOT pa3Boja coTBepa ca nusbeM na y Oynyhoctu mro BuIe 3aMEHH MPBOOUTHU jE3UK
3a Apple nnardopme, Objective-C. AKkTyenHa Bep3uja je3uka je 3.1 u y \b0j je HallMcaH OMOTaq

MIPEJICTAaBJbEH y OBOM PaJy.

Cawm je3uk ce 3acHuBa Ha nporpamckuM jezurmma C u Objective-C. Ympago je 30or Tora moryhe
na ce u3 Ceudra xKopucte QyHKIHje HalMCaHe Y Ta JBa je3uka. [lopen TpaauinoHaIHUX OCHOBA,

CBudT ycBaja 1 caBpeMeHe KOHIIENTe TPOrpaMupama.

Jenna on OMTHUX KapaKTepHUCTHKA Mporpamckor jesuka CBU(T je mporpaMupame OpUjeHTHUCAHO
mpemMa TPOTOKOJIMMa, KOHIICTIT KOjU je 3BaHWYHO yBeneH y Bep3uju 2.0. IIpemnoct omorada
OIMCAHOT Yy OBOM pajy, y OIHOCY Ha CIIMYHA pelIekha, je MTO UMIUIEMEHTHPA M KOPUCTH
Moryhnoctu CBudt mporokona. CxomHo Tome, y HactaBKy he Outu ommcane ocHose [1OIT

IIpUCTYyIIA.

2.1 TIporpamupame opujeHTHcaHo npeMa nporokoauma (I1TOIT)

Ha romummoj xondepneuuju xommanuje Apple (WWDC) oapxanoj 2015. roaune,

OJIPKaHO je TpeaBamke Y KOMe je 3BaHUYHO NpeCTaBJbeH U o0jamrmeH konent [10I1-a [5].

ITOII je yBenmeH kao caBpeMeH OATOBOp Ha MpoOJieMe KOJU C€ jaBJbajy MPHJIMKOM HaciehuBama
KJlaca U paja ca \bHMa, a Koju he outu netasbHUje o0jalllkbeHU y HacTaBKy. Takohe je yBohemweM

I1OI1-a craBibeH akIeHAT Ha MO0OJbIIAkE IPEABUIMBOCTH, MPOAYKTUBHOCTH U NepdopmaHcama.

2.11 Caudt nporoko.n

IIpotoxon neduHuUIIE mMEMAaTCKU IUIAH METOAa, arpudyra M OCTAIUX eJleMeHara

nporpama ca cBpxoM o0e3oehuBama oapehere GyHKIIMOHATHOCTH.



Peanmu3anuja omoraua 3a OpenSSL 6ubnroTexy

Sk
Protocol with default hash function implementation
*/
public protocol HashingFunction {
FE=d
Hash data

- parameter dataToHash: Data to hash

= returns: Hashed data
#/
func hash{data dataToHash: Data) —= Data

Sk
Updates current data with new data

- parameter data: New data
#/
func update({withData data: Data)

Sk
Finishes hashing of all data added with update function

= returns: Hashed data
&/
func finishBlock() -= Data

Cnuxa 1: Ilpumep oeunuyuje npomokona

IIpoTokone Mory a ycBajajy Kiace, CTpYKType, eHyMepaTopt U BUXOBO 33YKEHE je Ja TpyxKe

KOHKPCTHE I/IMHJ'ICMGHTaI_[I/IjC CBHUX 3aXTCBa KOjI/I Cy HaBCJICHU y IIPOTOKOIIY.

[Ipotokonmu Takohe MOTy na caapke W EKCTEH3Mje y KojuMa Ce peaiu3yje IMoapa3yMeBaHa

MMIUIEMEHTAIIH]a 3aXTeBa WX J0/1a]y HOBE (DYHKIIMOHAIHOCTH.
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extension HashingFunction {
public func hash{data dataToHash: Data) -= Data {
return (self as! CoreHashUser).coreHash.hash{data: dataToHash)

public func update{withData data: Data) {
return (self as! CoreHashUser).coreHash.update(withData: data)

public func fimishBlock() == Data {
return (self as! CoreHashUser).coreHash. finishBlock(})

Cnuxa 2 [Jegunucare excmensuje npomoxona

2.2 Ilpobiemu ca kKjiIacama

[Tpobnemu ca kilacama Cy c€ eKCIUTMIIMTHO aIPECUPATA Ha TOAUIIHOj KOHPEPHEIHjU
kommanuje Apple (WWDC) unme ce 1 3BaHMYHO [1a0 1OBOJ 32 yYBohemwe konuenta [1OI1.
[Tocnenuia mpobiiema Koju ce jaBjbajy y paay ca Kiacama je Ja TPEeHI porpaMupama 0e3 crama
(ene. stateless) cBe BuIIe pacte. YpaBo 300r Tora GyHKIIMOHATHO IIporpaMupame 1001ja cBe
BHUIIe Ha nonynapHocTu. CBU(T nmoaprkasa u GyHKIMoHAMHY napaaurmy anu [1OI1 npeacrasiba
cnenuIaH BUJ pelierkha 3a CBe OHO MITO je AeprHMCcaHO Kao HeAoCcTaTak 00jeKTHO

OpI/I_] SHTHCAHMX Kjiaca. Y JaJbEM TCKCTY CJICAN OIMMUC THUX HECAOCTAaTaKa.

2.2.1 HMIUIMOUTHO Je/beHhe

NMnnmuTHO Nejbeme ce jaBiba Kaja ce JBa WM Bullle objekara oOpahajy ncrtoMm 010Ky

noyaraka unu oojexry (Cruka 3).



Peanuzanuja omoraya 3a OpenSSL 6ubnmorexy

Blok podataka

Cnuka 3: Hmnauyumno oemerve

OcHOBHH MTPOOIEMH UMIDUTHIIUTHOT JIEJhEHha:
1. TlpaBipeme Benmkor Opoja Komupajyhux KOHCTPYKTOpa
2. Ycnos tpke (enr. Race Condition)

3. Tlogm3ame CIIOKEHOCTH Mporpama Koje pe3yiTyje baropuma

IIpaB/beme Benkor 6poja konupajyhux KoHCTPYKTOpa ce 0OMYHO jaBsba Kaja ce Ipero3Ha
y4ecTaloCT UMIUTUIMTHOT Jejbeha. Ha Taj HauMH ce MOKymIaBa ca KOHTPOJIUCAHEM CTamba
nporpama. Kao pe3ynrar ce BpJo J1ako MOXe JECUTH HapyllaBambe MPETJICAOCTH U KBaIUTETa

KOJ1a Kao ¥ Beha mom0KocT OaroBuMa.

Yci10B TpKe ce jaBjba Kao MOCIeaUIa UMIUTMIUTHOT JIeJbeha KaJla ce ABa WJIM BUILE Pa3JInduTa
o0jexaTta oOpahajy ucTuM mojanuma npu 4emy, Kaja jeraH objekar MpOMEHM MOJATKE, OCTAJIH
HU Ha KOJU HA4YMH HHUCY obOaBemTeHu o mpomeHH. IIpobiem ce jaBiba Kaja HEKH O OCTAIUX

o0jekara xohe Ja MPUCTYIH MOAllUMa, & OHU HUCY Y OYEKHBAHOM CTamby.
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IMoau3ame cJ105KEHOCTH je JIOTMYHA MTOCTIEHIA KOja CIeIy U3 IPeTX0oHa aBa npodiema. [la Ou
Ce MMIUIMIUTHO JIeJbee KOHTPOJIMCANIO, YIaKe Ce JOCTa Hamopa M mpuoeraBa pazIMdUTUM
MEXaHM3MHMa U pelIelhbuMa Koja MOry OWTHM H3y3eTHO MomasHa. Ha mpumep, yecro ce
npuberaBa MEXaHM3MYy Kamauya (ewe. lock) uuMe ce IONPUHOCH HEEe(DUKACHOCTH Ka0 H

MOJIJIOKHOCTH OaroBuMa, a Moryhe je jaBibame mpmeux nemsmu (ene. Deadlocks).

2.2.2 HacuaehuBamwe kiaca

HacnehuBame knaca Mmoxe aa nmocrane cypuiie ob6aBe3yjyhe. Crnenehu mpoGiiemu cy jako

YeCTH:
1. Jemnoctpyxo HacnehuBame
2. HemnotpeOHo HacnehuBame jeqHe Kiiace
3. Teper naunmjanmzanmje
4. HemoryhHOCT peTpOaKTHBHOT MOJICIIOBaa

JennocTpyko HaciaehuBame je moryhHoct HacnehuBama camo jenHe kiace. To Moxe OuTh
po0JIeM YKOJIMKO XKETMMO JIa HeKa KJIaca HCKOPHUCTH KapaKTEPUCTHKE BUILE PA3IMYUTUX Kiaca.
Ca ngpyre ctpane y CBu@ry jeaHa kiaca MOXe Jja YCBOjJU IPOM3BOJbaH Opoj mpoTokoisa, 6e3

HapO4YHUTOI TOAN3akba KOMIINICKCHOCTU K@I[a.

Cynep kiace, Tj. KJIace Koje Cy ,,BeoMa BakHE” U Koje cy OecrioTpeOHO HaciehBaHe BEIUKHU
Opoj myTa, ce 4ecTo jaBjbajy Kao pe3ynTar ,,JJSelHOCTH  MporpaMepa. YMECTO /1a ce 3aloyHe ca
MpaB/beHEM MOTIIYHO HOBE Kiace, €0 (PYHKIIMOHAIHOCTH Cymlep Kiace ce HcKopuinhaBa
HaciehuBameM IITO HA Kpajy Kao TMOCIEeNWIly MMa YUTaB JaHAIl 3aBUCHOCTH Kiaca. Bpio je

BEPOBATHO JIa I[eJla CUTYyallja CTBOPU OTPOMaH Xaoc Kajaa k0 HapacTe.

Teper mHunMjaau3anmje odaBe3yje Kiacy Ja Mo3uBa creupruHe KOHCTPYKTOpE Ha/IKJIace Kao

u 1a aedunuie aTpuOyTe KOju joj HUCY HY>KHO HEOINXOJIHU Ia TaKo I€0 MPOIlec MOXKe J10CTa /1a

10
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cMamU e(UKACHOCT M3BpIIaBama mporpama. [IpoTokonn He obaBe3yjy Ha MHHIMjAIH3aLU]y a

cBako aeduHucame aTpudyTa HaBEAHUX Y IPOTOKOJY CE W3BpIlIaBa BeoMma e(hUKacHo.

HemoryhHocT peTpoakTHBHOT MOJIeJIOBamha cMamkyje GuiekcuOmTHOCT Kiaca. [Iporokonu Hyme
MOTyhHOCT pEeTpPOaKTHBHOI MOJIENIOBamka IlI€ C€ MOTYy J0AaBaTh HOBE (HYHKIIMOHATHOCTH
KjlacamMa 4MjeM KOAY HeMaMoO AMPEKTaH MPHUCTYN WIM KOje HE >KeIMMO W3 HEKOT pasJiora
IUPEKTHO Ja Memamo. [Ipeko ekcTeH3wja ce Mory naeduHucath M TOApa3yMeBaHe

MMIUIEMEHTAIj€ MeToa e(DUHUCAHUX Y IIPOTOKOINY.

2.2.3 T'yommeme Tuna naakiaace (Lost type relationship)

Ogaj mpobiieM ce jaBjba MPUIIMKOM MelIama HHTepdejca u uMIuieMenTamuje. Jlemana ce
13 je 3a UMIUIEMHTALUjy MeTozie 0a3He Kilace HEOMXOJHO YPAIUTH SKCILUTMIUTHO MpedaluBame

Ha KOHKpETaH THII Y CBaKOj MoAKIacu (eHr. downcast).

VY npumepy koju cieau (Cruxa 4), notkiaaca Number umriementupa metoay Haakaace Ordered.
Knaca Number, y umiuiemeHTanuju MeTojie Hajakiace, paad camo ca odjekruma tura Number.
Crora je HeomxoaHo mga ce ypaau downcast. TTomro metoma kiace Number, kao aprymeHt
ouekyje objexkar Tuna Ordered, jaBuhe ce mpobieM Kajia rol ce Kao apryMeHT MOIlabe Heka

apyra notkiaca kiace Ordered (ump. Label).

var str = "Helleo, playground"
class Ordered, {
func precedes(other: Ordered) -> Bool { fatalError("Implement me!") }
}
class Label: Ordered, {var text String = "" }

return value < (other as! Number).value

}

Cnuxa 4: I'vomere muna naoxkiace

11
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2.3 Pememe 3acHoBano Ha konuenty IHOII

Konnent IIOIl mynmu pememe 3a HaBeaHe mpoOiieMe ca kiacama. bberoee miaBHE

KapaKTCPpHUCTUKE CYy TO IITO:

1. Moxe 51a ce KOPUCTH U HaJl TUIIOBHMA I10/IaTaKa KOjU Ce MPEHOCE MO BPEIHOCTH
(cTpyKType, eHyMmepaTropu), a HE CaMO HaJ TUIIOBUMA KOjH CE€ MPEHOCE IO
pedepennu (knace)

2. Omoryhyje peTpoakTHBHO MOJEIOBame (J01aBambe HOBHX (PYHKIIMOHAIHOCTH
TUIMOBUMA KOJ] KOjUX HEMaMO IMPUCTYI U3BOPHOM KOJTY)

Hewma tepera ununujanuzamuje

4. Tlpyxa jacany memy mra Tpeda OUTH UMITJIEMEHTUPAHO

MoryhHocT ynorpefe NmpoTokoJia HajJi THIOBHMA Koje ce IPeHOCe MO BPEIHOCTH IpYyka
MEXaHHM3aM CIIpedyaBama MpoodiieMa UMILTHLIUTHOT J1eJbeba KOjH Ce jaBJba KoA Kiaca. [IpoTokomnun
Jajy TOTIIYHO HOBY (DYHKIIM]Y CTpYKTypama U eHyMepaTopuma Koju 100ujajy mupy MoryhHocT
npUMeHe jep ux je Moryhe KopucTuTH CKOpo Kao kimace. CraB na Behuna GaroBa Hacrtaje ycien
MOTPEUIHOT CTama je 3ampaBo Hjeja (QyHKIMOHATHOT Iporpamupama a CBUQT CTPYKType H
EeHyMepaTopH (HapOYUTO CTPYKTYypE€) C€ CBE BHIIE KOPUCTE KAaKO OM ce CTeKia MHOTIyHa

KOHTPOJIa HaJl TIOpMCHaMa CTama Iporpama.

PerpoakTuBHO MoaenoBama y CBU(TY ce peanusyje NyTeM eKCTeH3H]ja. YKOJIUKO KOPUCTUMO
HEKy KJacy WM MPOTOKOJ 4uju je KON 3aTBOPEH WJIM M3 HEKOr JAPYror pasjora He MOCTOjH
MOTYNHOCT HHMXOBOI' JTUPEKTHOT MEHamka U NPOLIUpHBama (YHKIHOHATHOCTH, KopullhemeM

eKCTEH3Hja yIPaBO TO MOXE Ja CE MOCTHUTHE.

Ha cmumm 2 ce Buau ekcrensmja mpotokona HashingFunction. Excrensujom ce momaje HoBa
(YHKIIMOHATHOCT KOja Ha Kpajy pe3yiryje THMe Ja ce JAe(pUHHCAHEe METOJe MOTY I03BaTH Ha
Oomno kojuMm oO0jekToM Koju umIuieMeHTupa HashingFunction mportokon. Excrensuje Hucy

PE3ICPBUCAHE UCKIBYUYHBO 3a ITPOTOKOJIE, HETO C€ MOT'y IPMMCHUTHU U HAJl KjlacaMa.

12
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Teper wHuNMjaau3amMje je TOTHYHO YKIOWEH. [lojaBa ynaH4YaBama KOHCTPYKTOpa KOI
KJIaCHYHOT HaciehrBama je roToBO HeM30eKHa (HIIp. 3Balkbe KOHCTPYKTOpa Hajkiace). Jlandame
KOHCTPYKTOpa CBAaKaKO MpENCTaB/ba TEPET 3a MporpaMmepa, a u caM coTBep je HeehUKACHHjH
3aTo IITO Tpolu oxapeheHO BpeMe Ha ynaH4yaHy MHMLMjanu3aundjy. [IpoTokoiau oBae 3HATHO
OJIaKIIIaBajy CTBapH W He o0aBe3yjy OaBesbeHe OMII0 KAaKBUM KOHCTPYKTOPOM KOjU C€ HE THYE
KOHKpeTHOr objekrta. [lomTo He mocToju cnenmuduyYHa Xuepapxuja Kjaca W CBakd oOjekar
noceOHO paeduuume kako he nga wu3paduyHa arpulyre HaBeIeHE Yy MPOTOKONY, TEpeT

VMHUIMjaJH3alKje He TOCTOjJH U U3BpIIaBambe je epUKacHO Kao 6mio koju nmo3us C ¢pyHkuuje.

JacHa mema ummeMeHTaumje oOaBe3yje 00jeKTe Ja MMILIEMEHTHPA]y METOJe U aTpudyre
HaBe/IEHE y MPOTOKOIY M CaMUM THUM ce 00e30elhyje jenmHcTBeH nHTepdejc Ka crienupuaHuM

UMIUIEMEHTAI]jaMa.

13
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3 IMpernen pynkuunonaanoctu CryptoLab omoraua
3.1 Xem ¢pyHkumje

Kpunrorpadceka xem ¢pyHkimja je pyHKIHja Koja MPOU3BOJbaH HU3 OMTOBA MPECINKaBa y
HU3 OuToBa QuKCcHE mykuHe [6]. Pesynrar xem yHkiuje ce Ha3uBa xenr KO1oM. Xern QyHKIH]je
Ce BEOMa 4eCTO KOPUCTE y pauyHapCTBY a pa3inka usmel)y kpunrorpadckux u cTaHIapIHUX XeIl
¢dbyHKIIMja je Ta mTo Kpunrtorpadcke xem (GyHKIHje MOpajy Ja Oyay jeIHOCMEpHE, Tj. Jla ce

pesynryjyhu xem k61 He MOXKe TpaHC(POPMICATH HA3a][ Y IOYCTHY BPETHOCT.

VY mpakcu jeTHOCMEPHOCT HHj€ JOBOJbHA OCOOMHA KOjy MOPajy Ja Mmoceayjy Kpunrtorpadceke xemr
¢ynkuuje. OHe Takohe Tpeba a Oyny OTHOPHE HA KOJIM3Hje ITO OM 3HAYMUIIO Jja HE OCTOje, WU
Makap Ja je Temko Hahu, JABe pa3nuuuMTe HUCKE OMTOBA YMja Xell (YHKIHMja Kao pe3yirar Aaje
unaeHTnyaH xem k6a. Jla Ou ce m3dera Konmm3uja, My)KWHA Xeml KOaoBa Ou Tpedanmo nma Oyme
Makap 128 OuToBa y CiiydajeBrMa KaJia BelIMKa CUTYPHOCT HUjE HEOMXOHA, JIOK je MperopydcHa

MUHAMaIHA BeanyrnHa 160 OuroBa.

Hucka GuToBa kojy kpunrorpadceka xem ¢yHkiuja oopalyje 6u tpebano na Oyne HeorpaHUYEeHE
BeJIMYMHE. Y MPAKCH je TeHKo AedhuHucatu QyHKIHjy, Koja paan Ha OECKOHAYHOM JIOMEHY, 1 ce
0o0MYHO AepUHMIY KOMIIpECHOHE (YHKIIM]e KOoje OMTOBE NYy)KUHE § Malupajy y OUTOBE ayKEHE
n rIe je s > n Jga OM ce MOTOM BpPUIMJIO YIaHuYaBawme Yy LUJbY CTBapama (yHKIHjEe Haj
O0eckoHauHUM JoMeHoM. llomymapan anroputam 3a ynaHuaBame je Mepkie—/lamrapios

anroputam (Buuetu [6]).

OCHOBHU TIpUHIIMIT JTU3ajHUpama Xell (QyHKIHje je edexar JaBUHE Ie Maja MpPOMEHa KOJ
yla3HUX MoJaTaka pe3yiTyje BENMKY M HEeMpeIBUIWBY MPOMEHY y W3Na3HuM mnomanuma. OBaj

NPUHIMN je KapakTepuctuka MD4 rpyne anroputama. Ceu MD4 anropuTMH Cy UTEpaTUBHU.

Haj3nauajauju anropuT™Mu KOju IpHUIIaajy 0OBOj IPYIH, a yjeIHO U UMIUIEMEHTHPAHH Y OBOM

pany, cy:
e md5
e shal
o sha224
e sha256
e sha3g84
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e sha512
3.2 ndpoBame

[HIudposama je mporiec I1e ce MoJalH U3 CBOT H3BOPHOT CTamba TPaHCHOpMUIILY y
mmdposano crame [7]. [Ipouec obpHyT o mudBpoBama ce 30Be AemuppoBame. [loctoje aBe
BpCTE anropuramMa 3a Mu(PpoBamke: CAMETPUYHHA U ACUMETPUIHH anropuT™Mu. CUMETpUYHU
QITOPUTMU KOPUCTE UCTH KJbYY 3a MU (POBAkE U ACIHPPOBaA, IOK ACHMETPUYHN KOPHCTE
rap KJby4eBa O] 4era je jeJiaH IPUBAaTHA U OOMYHO CITYXH 3a JeupoBame, a IPYrH j€ jaBHU U

CITy’KH 32 I POBAE.

NmmnieMenTupanu cy cienehu alroputMu 3a mu@poBame:

e AES
e RSA
e Blowfish

3.3 AyreHTH(}UKaNMja MIOPYKa H pa3MeHa K/by4yeBa

Kpunrorpadceku xem kd0M ce MOXKe POBEPUTH J1a JIM Cy MOJANN MEHaHH, pauyHABEM
KO/Ja Ha MOYETKY Ciama IojaTaka W HakoH mpujema uctux [8]. M3padynarun xem KOIOBH OH
Tpebao aa ce nmokianajy. Xeu KoJl y OBOM ciiydajy Ou Takohe Tpebasio na Oyne 3amruheH 1a He
OM [OLUI0 10 HETOBOI HEXKEJbEHOI Memama. OBo ce 00e30ehyje kopumrhewmem koaa 3a
ayTeHTHuKaiyj]y nopyka, MAC—a. OBaj MexaHH3aM c€ 3aCHMBA Ha JIeJhbEHOM TajHOM KJbY4Y KOjH je
HEOIXO/IaH 3a Kpajiky Bepudukaiujy. HapaBHo, oBuUM mpoiiecom ce He 00e30el)yje moBepbUBOCT

nogaTraka HEro CaMO FlbUXOB HHTCTPUTCT.

ViMnuieMeHTHpaHy aITOPUTMHU 3a ayTeHTUKAIM]y TOpyKa:

e DSA
e RSA
e HMAC

AnroputMu 3a mHQpPOBame KOPUCTE KJbydeBE 3a IMOAATKEe Koje Xohemo naa mmdpyjemo.
KibyueBu mory aa Oyay nmpuBaTHU MM jaBHU. Jla Ou 1Be cTpaHe pazMeHuie mudopBaHe mopyke

Y YCTICNIHO UX aemudpoBaie, HEOMX0IHO je Aa 6e30emHo pa3mene oarosapajyhe kipyuese.
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HNMrieMeHTHpaH je aaropuTaM 3a pa3MeHy KJbydena [9]:

e Diffie-Hellman
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4  Tlocrtojeha pemema
[Tocrojeha pemema ce Tpy0o MOry MOACIUTH Y ciieniehe rpyre:

1. Owmotaum oko Apple-oBe CommonCrypto bubnnoreke Hanmcanu y Ceudty [10]
2. Pemewa on crpane Ttpehmx nuna (eHr. third party) ca JIHPEKTHOM
MMILIEMEHTaIujoM Kpunrorpadckux ¢pynkmuja y CBudty

3. Pa3num omotauu Hanucanu y je3uxy Objective-C

Omortaun oko Apple-oBe CommonCrypto oudiauoreke Hanucanu y CBu@Ty 32 IIJb UMaJjy,
CIIMYHO Kao TMpojeKaT peajdn3oBaH y OKBUPY OBOT paja, OJaKllaBamke Kpunrorpaduje y
mehyriaThopMcKoj KOMyHHKAIUjH, anu pajge camo Ha Apple mardopmama (i0S, macOS). Mako
OBAaKBa pelleha MPYXKajy NOTIYHY CUTYPHOCT IITO C€ THYE MOY31aHOCTH (PYHKIIMOHAIHOT je3rpa,
NOTHYHO cy HeymnoTpeOspuBa Ban Apple miardopmu. Taunuje, Hemoryhe je na ce HampaBu
omorau CommonCrypto oubaroTeke koju Ou pamuo Ha miarGopmu Koja He mpumama Apple

TTOPOTUIIH.

[Monynapaun npencraBauk osor tuna je IDZSwiftCommonCrypto.

Pemewa on crpane tpehmx numma (eHr. third party) ca IMPEKTHOM HMMILIEMEHTALMOM
kpuntorpapckux ¢ynkuuja y CBuTy Ccy y BEIMKOj MEpH 3acTylsbeHa. HbuxoBa raBHa
KapaKTepHUCTUKa j€ MMIUIEMEHTAallMja KpUITOrpapCKux (yHKIHja Of ,HyJde” WIM Kopullhewme
Beh TroToBOr je3rpa rne je HENmo3HarTo WIM HHJ€ HaBEJEHO KO je 3ampaBO H3BPLINO
umIuieMenTanujy. Kpunrorpaduja npencraBba U3y3eTHO OCETIBHBO I0JbE, I7I€ HAjMakE IPELIKe
y peaju3alnuju OCHOBAa MOT'Y JOBECTH 10 OIPOMHUX MpoOieMa u 3510ynorpeda. MaHa oBor THma
periema je MTo ce He MOXKe TapaHTOBaTH MOy3AaHOCT KpunTorpadcke GyHKIIMOHAIIHOCTH, JIOK j&
MPEAHOCT Y TOME IINTO j€ ynmoTpeda 0OMYHO JA0CTa JeTHOCTAaBHA U MHTEP(E|CH Ka KOPUCHUKY CYy

npunnyHo jacHu. [lomynapan npencraBHuk oBor tuna je CryptoSwift.

Pa3suu omoraum Hanucanum y jesuky Objective-C cy HajcTapuju Tum pemiema. OOyxBarajy
THUTIOBE pPEIIeHka M3 JIBE TOPE HaBENIEHE TPyIe, CaMO IITO j€ KOMIUIETHA peanu3alnja y je3uKy

Objective-C. Y 3aBUCHOCT U Off TOTa LITa YMHU j€3rPO CUCTEMa, OMOTAYl OBE BPCTE MMajy CBE
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MPEeAHOCTH M MaHe oxaroBapajyhmx Bep3uja y CBudty. Ilopen tora, Tpeba mMatu y BUIy nIa
Objective-C cBe BuIlE 3acTapeBa, a copTBepy HamrcaHoM y CBU(TY NMPUPOIHO BHUIIIE OATOBapa
oMotad HarrcaH y CBudty Hero y je3uky Objective-C. OBakBU OMOTa4M HE MOTY J1a MPYXKe MyH

koM¢pop CBudT moporpamepy kKao 1 npuMeny cBux crenuduanoctu CBUT nporpaMupama.

[Tonrynapan npeacraBHuk oor Tuna je MIHCrypto.

4.1 OcHoBHe kapakTepucTuke CryptoLab omoraua

OmoTay mpeicTaB/beH y OBOM pajy MOKYIIaBa Jla HCKOPUCTH Haj0OJbe KapaKTEPUCTHKE
Beh mocrojehux pemema. L{ub je na ce kopuctu moyszgaHa ocHoBa y Buay OpenSSL—a y

KOMOUMHAIM]U ca JeTHOCTaBHUM UTEP(EjcOM Ka KOPHUCHHUKY.
OCHOBHE KapaKTEepUCTHUKE OBOT OMOTada Cy:
1. KowmmieTHa UMIUIEMEHTAIHja y TPOrpaMcKoM je3uky CBUT
2. HVatynTtHBHa ynorpeba
3. Omotau oko 6mOmoreke OpenSSL
4. Owmoryhena oarosapajyha naaprpaama tunosa Data u String
5. TlokpuBeHOCT TecTOBMMA jeIUHUIIA KO/1a

HNmnuiementanuja y nporpamckom jesuky Cugt — Ilporpamcku jesux CBugT, Kao HOBa
TEXHOJIOTHja, CBE BUILE MeHa NpBOOUTHHU je3uk kopumhen 3a Apple miardopme, Objective-C.
OBaj omoTau je HMILIEMEHTHpaH KomiuieTHO y CBU(TY KopomhemeM CBUX 3BaHUYHHMX
cTaHgapja u npernopyka. Tume ce o6e3behyje ymoOHOCT kopuimiheHa CBUX NPEIHOCTH KOje

CBu@T TEXHOIOTHja JOHOCH.

HNutyuTuBHa ynorpeda je jegaH OJf OCHOBMHHUX 3aXT€Ba Ha KOjU je Tpebajo OATOBOPUTH Yy
UMIUIEMEHTalju oBor mpojekra. Crora je mnpuiarohaBame peJaTUBHO KOMIUTMKOBAaHUX H

HeynooHux uHTrepdejca OpenSSL-a 6o OCHOBHHU TUJ.
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do {
ffencryption
cryptorEnc = try AESCipher{key: keyléByte, iv: genericIV, blockMode: .cbc)
let encrypted = try cryptorEnc.encryptidata: testDatal
/fdecryption

cryptorDec = try AESCipher(key: keyléByte, iv: genericIV, blockMode: .cbc)
let decrypted = try cryptorDec.decryptidata: encrypted)

}
catch let err {
// handle error

e

Cnuxa 5: Ilpumep xopuwhersa wugposarsa u dewudposarsa

Omorau oko Oomdamoreke OpenSSL — OpenSSL je jeman ox HajIIOy3MaHUjUX CHCTEMa 3a
MpEXHE MPOTOKOJEC W SHKPHIIIHU]y U YXKHBa MOBEpEHE BEIUKOr Opoja Jpynu. bubnmoreka je
Moy371aHa U KOPUCTH c€ Ha CBUM IuiaTpopmamMa. OMOTay OKO OBE OHMOJIMOTEKE KOPHCTH CBY

BbCHY JIOTUKY U CaMUM THUM CaJp7KU CBY NOY31aHOCT U IIPUMCHJbUBOCT.

OnaroBapajyha namorpagma tunoBa Data m String — VaryntnBHa ynorpeba je jomr BuIe
MOCIIEIIeHa UMIUIEMEHTUPABEM OJIroBapjyhux eKCTeH3Mja 3a THIOBa IoJaTaka HaJ KOjuMa ce
Hajuemthe mnpumemwyjy Kpunrorpadcke ¢ynkuuje. Tume ce omoryhaBa u3yserHa Op3a u
epukacHa yrnorpeda oMmoTaya.

let testData = "Test string”.datalusing: .utfE)!

let hashCodeFromData = testData.md5()
let hashCodeFromString = "Test string”.md5()

Cnuka 6: Payynare md5 xew x60a oupexmuo nao munoguma String u Data

Koa noxpuBeHn TectoBuMa — TecTOBH jeAnHUIIA KOJIa Cy HAITMCAHU 32 CBaKy (PYHKIMOHAIHOCT
omortaya. Tume ce 06e30ehyje mpoBepa mga kpuntorpadcke GyHKIHje paae Kako Ou Tpedaso.
TecroBu Takohe mMory na Oyny KOPUCHH, Kao MPUMEPU OCHOBHMHUX CilydajeBa yrnoTpede, HOBUM

KOpUCHHUIIMMA Ka0 U OHUMaA KOjI/I JKCJIC 1a NOIPUHECY NaJbEM pa3Bojy.
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5 IIpersien apxureKkType
OmoTay je mojieJbeH Ha TPH apXUTEKTypaIHE IIETHUHE U TO CY:

e Ilenmuna Koja ce 6aBu muUppoBameM/ e POBAHEM
e [lenmua Koja ce 6aBM MOTIMUCUBAKHEM U BepU(DHUKAITN]OM MOpYyKa

e IlenuHa Koja ce OaBU padyHameM Xenl (PyHKIHja

AncTpakupja

Jesrpo

UJmcppoaaH,e] [ Xew ] Bepudimkauuja

Cnuxa T Onwmu npeaned apxumexmype

Henune cy mel)ycoOHO HE3aBUCHE U CBaKa IMpeACTaBba BPCTY 3aceOHOr cucteMa. OCHOBHH ITUJb
MPUIIMKOM JIM3ajHa OBHX IEJIMHA je OMIIO pa3[Bajame arncTpakiuuje oA uMmiiiemenTanuje. [lomro
CBaKa KOMIIOHEHTa y CBOM je3rpy umIuieMentupa merone OpenSSL-a, Ouio je HeonxoHo Ja ce
KOPHUCHUKY TPYXH jeaHocTaBaH WHTepdejc 3a cBe (yHKIMjEe je3rpa, Kao W Jla Ce Jajbe

aXypupame 00a Jeia YIUHHU IITO JeTHOCTABHU]UM 1 HE3aBUCHU]JUM.

30or Tora je CJIMYaH IMPUHIUIT KOpI/IH_IhCH Yy CBUM IICJIMHAMa U OH CC 34aCHHBA Ha 06pacuy 3a

npojexToBame Mocm, uija je OCHOBHA CBpXa pa3/iBajarmbe UMILIEMEHTAIje 01 allCTpaKIyje.
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CBaka apxXHTeKTypaJlHa IeJIiHa, KOja je HaBe/eHa, ce cacToju u3 cieaehux ciojesa (Cauxa 9):
e lMIeMeHTalMOHU CIIO]
e (CI10j mpoTOKOIA

e Uutepdejc ka KOPUCHUKY

HMmnieMeHTaHOHHU CJIOj YMHH je3rpO CBAaKe apXUTEKTYpaJHE IEIUHE M 0aBU c€ KOHKPETHOM
WIJIEMEHTAIUjOM. Y OBOM CJIOjy C€ AMPEKTHO Mo3uBajy u kopucrte pynkiuje OpenSSL. Oso je
jemuHu cnoj koju kKomyHunupa ca OpenSSL—om u koju yommre 3Ha na OpenSSL mocroju.
NMrieMeHTalmoHM CJI0j C€ cacToju OJ] BUIIE Kiaca Koje cy melycoOHO He3zaBucHe. buio koja
KJlaca OBOT' CJI0ja HE 3Ha 3a IOCTOjalbe OCTaIMX Kiaca. TuMme je (QyHKIHMOHAIHOCT CTPOTO
JIOKaJIM30BaHa M OJITOBOPHOCTH C€ HU Y KOM ciyd4ajy He jeine. CaB mocao koju ce o0aBiba y

onpeleHoj Ki1acH 3aBHCH UCKIJbYYHBO O/ HheE.

Ci0j mporokoJia ce cacToju HMCKJbYYMBO OJI IPOTOKOJIa HEONXOAHUX Ja ce obe30ene cBe
npensocty ITOIT mpuctyna kao U 1a ce MOBeXY HUMIUIEMEHTALMOHHU CJIO] M CJI0j HHTepdejca Ka

KOPHUCHUKY.

Hrepdejc ka KOPUCHUKY j€ jeUHU CII0] KOJU je TUPEKTHO M3JI0KEH KpajibeM KOpucHUKY. OBze
j€ axmeHaT Ha jeJHOCTaBHUM TMO3MBHMa MeToja U 00e30ehuBamy WHTYUTHBHOT KOpHUIIhema
nenokymHor cucremMa. OBaj c€J0] MOCPEAHO, TMPEKO cjioja MTPOTOKOIA, KOMYHHIIMpA ca

MMIUIEMEHTALMOHUM CJI0J€M U IpujiarolaBa mwerose (QyHKIMOHAIHOCTH CIIOJbHOM CBETY.
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WNHTepdhejc Ka KOPUCHUKY

O

Cnoj npotokona

VMNNeMeHTauMoHn cnoj

Cnuxa 8 Onwma cmpykmypa ciojesa

5.1 Oo6pa3an 3a npojexroBame Mocm

VY pa3Bojy codrBepa oOpaciiy 3a MpojeKTOBAKE Cy PEIICHhAa 3a YeCcTe MPodieMe y TU3ajHY
coTtBepa, a koja ce MOTY M3HOBa nmpuMemuBaTu. OOpasall 3a MPOjeKTOBamke HE MpYyKa FOTOBO
pelieme Koje ce MOXKE AUPEKTHO MPETOYMTH Yy Tmporpamcku kOa, Beh mpyxka mabimoH 3a
periaBame npodiaemMa Koju ce€ MOKE€ MCKOPUCTHUTH y BUIIE pa3MuuTUX cuTyanuja. Obpacuu ca
MPOjeKTOBakE Ce Jieie Ha cleaehe rpymne: rpaguBHU 00paciiv, CTPYKTYPHHU 00pacii U oopaciu

noHamama [11].

CTpykTypHu o0pacuu ONuCyjy HauMHE Ha Koje Kjace M 00jekT Mory mehycoOHo na ce
KOMOMHYJy U rpage crtpykrype. Ilaxma ce oOpaha Ha cTpykTypy Kiaca M o0jekara W Ha
(YHKIIMOHATHOCTU KOj€ Ta CTPYKTypa JOHOCM a HE Ha KOHKPETHY HWMIUIEMEHTALU]y H

untepdejce.

I'pymy crpykrypHHX oOpasama uuHe cienehu oOpaciu 3a MPOjeKTOBaWmE: adanmep (eHe.
Adapter) , mocm (ene. Bridge), cacmae (ene. Composite), dexopamep (ene. Decorator), ¢pacaoa

(ene. Facade), mysa (ene. Flyweight), npoxcu (ene. Proxy).
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MocT je cTpyKTYpHH 00pa3all 3a MPojeKTOBame U CIY)KH Ja OM ce OJIBOjUJIa arcTpaKifja of

MMILIEMEHTAIIMje YuMe OU ce, Ha Kpajy, cTeksia MOryhHOCT J1a ce 00a Jena He3aBIUCHO MEHajy.

Kana ancrpaknuja uMa HEKOJUMKO MOTYhHX MMIIEMEHTAlMja, CUTyalHja c€ KOHTPOJHILIE TaKo
IITO c€ KOPHUCTH HacliehuBame. ATICTpakTHA Kiaca JneduHHIIe nHTepdejce TOK Ce KOHKPETHE
nmoakjgace OaBe MMIUIEMEHTAIMjoM. Y HEKHM ClIy4ajeBUMa OBO pEIICHE HHje TOBOJHHO
(baexkcruOUITHO 3aTO MITO je MMILICHTAIM]ja MOJIKJIAce Be3aHa 3a allCTPaKIM]y HAJKJIace M CBaka

MIPOMEHA y JeJTHOM OJ1 TO J[Ba JIeJIa, 3aXTeBa IPOMEHY Y IPYTOM JEly.

Mocm oGpa3zar periaBa 0Baj IpoOJIeM Tako IITO MTPaBH OIBOjEHE XHepapxuje HaclehuBama 3a
arcTpacTpakiujy u umiuieMeHTanujy. OmHoc nu3Mel)y ancTpakTHUX HaTkiaca THX XHepapXuja

3alpaBoO YHUHU mMOocCm H3Mehy JABa Acja.

Knujenr
AncTpaKumja WmnnemenTarop
+0Operation() +imp +0Operationimp()
imp.Operationimp
MpodureHa ancTpakymja KoHKperaH umnieMeHTarop A KoHKperad umnnemenrtarop B

+Operationimp() +Operationimp()

Cnuxa 9 Obpaszay 3a npojexmosarse Mocm

MocT oOpa3arn uma cienehe kapakTepuUCTHUKE:
e OnBaja UMITJIEMEHTAIM]Y OJ1 alICTPaKIIMje YnMe ce moBehaBa (IeKCHOUITHOCT

e Vuamnpelyje npouec HaciehuBama 3aTo IITO CBAaKa IEJIMHA UMa OJIBOJEHY XUEPAPXU]Y

K0jOj mpumajaa

e JacHO MOJIEJbEHH CII0J€BU CKPUBAjY JI€Talbe MMILIEMEHTAIIH]€ O] KJIMjeHaTa
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5.2 TIlpumena obpacua 3a npojekroBama Mocm

VY nperxogHuMm mornaBbuMa je omucaH koHment IIOIl ca cBuM mpemHocTHMA Koje
JOHOCH Kao ¥ IEroBo Imopeheme ca crapaapiHuM pememuMa ca kiacama. CBUQT
UMIUIEMeHTanuja obpacua Mocm je ynpaBo 3acHoBaHa Ha npuniumny [IOIT tako ma ce cBu

JICIIOBM MMIUIEMEHTAITM]e TIPeICTaBibajy Ha oaroBapajyhu Haunn [1OI1-a.

5.2.1 Ilpumep uMIIeMeHTaLHje Y NPOrpaMcKkoM jesuky CBu¢prt

Vrory ancrpaktHux kimaca y CBudrty mpey3mmajy mportokonu. Komruietan mpumep

MMIUIEMEHTalIM]e je mpuka3aH Ha ciauiy 10 u 6uhe gerasbHUje 00jalIbeH.

protocol Switch {
var appliance: Appliance {get set}
func turnOn()

}
protocol Appliance {
func run()
}
class RemoteControl: Switch {
var appliance: Appliance
func turnin() {
self.appliance.run()
1
init{appliance: Appliance) {
self.appliance = appliance
1
}
class TV: Appliance {
func rum() {
print{"tv turned on")
1
}
class VacuumCleaner: Appliance {

func run() {
print({"vaccum ckeaber turned on")
1

Cruxa 10 IIpumep odpacya Mocm

Kiaca RemoteControl je 3amyxena 3a ancrpakuujy nok kimace TV u VacuumCleaner npyxajy

KOHKPCTHY I/IMHHeMeHTaHI/ij.
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Jla Ou ce amcTpakiidja OJBOjUIIa OJf UMIUIEMEHTAIIM]E, HAalpaBJbeHa Cy JBa MPOTOKoma: Switch,

KOjH JieNyje ca cTpaHe ancrpakiuje, 1 Appliance, koju ce 6aBu UMILIEMEHTALH]OM.

ITpotokon Appliance obaBe3yje cBakor Ko ra ycBOjU Ja MMIUIEMEHTHpa MeToay run(), mro u
yrHe uMiuieMeHTanuone kiace (TV u VacuumCleaner) Tako na cBaka MMIUIEMEHTAIMOHA KJlaca

uMa cBOjy crenuGuyHy uMIIeMenTamnujy Mmetoae run().

ITpoTtokon Switch o6aBe3yje cBakor Ko ra ycBOju Ja MMILieMeHTHpa meroay turnOn() kao u na
nedbunume npomenspbuBy appliance, objekar koju ycmaja Appliance mportokon. Ob6parumo
NaKmpy ynpaso Ha appliance npomMeHJbUBY 3aTO IITO OHA MPEACTaB/ba MOCT H3Mel)y ancTpakiuje

n I/IMHJ'ICMGHTaI_II/IjC.

RemoteControl ycaja Switch mporokos ma caMmum THM HUMILIEMEHTHpa MeToay turnOn() koja
j€ OTBOpEHa Ka KJIMjeHTY U CiIyku kao naTepdejc. Koja koHKpeTHa MMITIEMEHTAIHja & KOPUCTH
kaga ce mosoBe turnOn() 3aBucu ox Tora Koju je oOjeKaT WHCTAHIMPAH y MPOMEHJbUBO]

appliance.
[Ipumep ynotpebe oBe UMILIIEMEHTALIM]je C€ MOXKe BUAETH Ha ciuiy 11:

wvar tvRemoteControl = RemoteControl({appliance: TV())
tvRemoteControl. turndn()

var fancyVacuumCleanerRemoteControl = RemoteControli{appliance: VacuumCleaner()

fancyVacuumCleanerRemoteControl. turnOn()

Cnuxa 11 Ynompeba Mocm obpacya

[Mpunukom wuHUNMjanu3aiuje oOjexkra kimace RemoteControl ce wHHMIMjanu3yje KOHKpETaH
objekaT kimace koja ycsaja Appliance mporokos. Tume ce moctmxke ma metoga turnOn() “3ua”

Kako ga CC IoHalla Kaaa 6yI[e Oua mo3BaHa.

NmmnnemenTtanuja y3opka Mocm y OBOM paay HHj€ TOTIIYHO WJACHTHUYHA HABEJCHOM MpPUMEDY,
Hero je amanTtupaHa motpedama omotada. [lopen oapehenux mommdukaimja OCHOBHH MHJb j€
O0CTa0 HWCTH, a TO j€ paslaBajakbe HMIUIEMEHTanuje oj arncrtpakmnuje. Creau oOjamrmene

KOHKpETHE UMIUIEMEHTAlM]je y30pKa 3a IPojeKToBame Mocm y oMOTauy.
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5.3 lera/baH mperiesn aeja 3a mmppoBame

Heramny ynotpely oOpacuia Mocm y omotady hemo BUJIETH Y IpUMEPY CErMEHTa KOjU

ce 6aBM MIM(PPOBAKHEM.

RSACoreCipher

BlowfishCoreCipher AESCoreCipher

- O

CoreCryptor CoreBlockCryptor
— % O
<
Cryptor BlockCryptor
RSACipher AESCipher
BlowfishCipher

Cnuxa 12 Cmpyxmypa dena 3a wugposarve

Knace koje cy (Crnuxa 12) upBeHe 0oje cy UMITIEMEHTAIMOHE, IJIaBe KJace MMILUIEMEHTHPA]y

arncTpakiujy 0K je CHBU cJio] u3Mely amcTpakuuje ¥ UMIUIEMEHTAIMje CJI0j MPOTOKOJIAa KOju

3ampaBo MPe/ICTaBJba MOCT.
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Nmmuiementanuonu ciaoj unne kiaace RSACoreCipher, BlowfishCoreCipher u AESCoreCipher.
Kiace xomynumupajy aupexktHo ca OpenSSL—om m mo3uBajy mweroBe (ynkmuje. Takohe “He

3HAjy” je/IHa 3a JPYTY TAaKO Jia Cy MOTIYHO HE3aBHCHE.

private func encrypt({data dataToEncode: Data, rsaKey: UnsafeMutablePointer=RSA=) throws -> Data {
let rsaStruct = UnsafeMutablePointer(rsaKey)

let dataPointer = (dataToEncode as NSData).bytes.bindMemory(to: UInt8.self, capacity: dataTeEncode.count)
let dataSize = dataToEncode.count

let encryptedPointer = UnsafeMutablePointer<UInt8>.allocate(capacity: Int(RSA_size(rsaStruct)))
let encryptedSize = RSA_public_encrypt(Int32(dataSize), dataPointer, encryptedPointer, rsaStruct, padding)
if encryptedSize =— -1 {

throw CipherError.cipherProcessFail{reason: CipherErrorReason.cipherEncryption)

return Data(bytes: UnsafePointer<UInt8>(encryptedPointer), count: Int{encryptedSize))

Cnuka 13 Ipumep memoode umniemeHmayuonoe cioja

HuTepdejc ka xopucHuky npyxajy kiace RSACipher, BlowfishCipher u AESCipher u muxos
10cao je Ja Ha MperjiefaH M MHTYUTHBAH HAYMH YYWHE €0 OoMOoTad ynorpeOspuBuM. OBre

HaWJIa3uMO Ha IPBY PA3JIUKY Yy OJAHOCY Ha IIPUMCP HABCACH Yy NPCTXOAHOM IIOIJIABIBY (CJZMKLZ

10).

Ha npumep u3 npeTxoHOT MOTIaB/ba c€ MOXKE BHACTH JIa C€ YBEK Kpeupa jelaH MCTH o0jeKar
kinace RemoteControl koju y cBoM KOHCTpYKTOpY MpuMa o0jekaT uujy he uMIuieMeHTamjy aa
3oBe (TV mnm VacuumCleaner). Ykonuko OMCMO MICHTHYAH MPHHIMI MPUMEHUIN HA OMOTAaY,
nocrojana 6u kiaca koja 6u ce 3Bana Cipher u koja 61 y KOHCTpYKTOPY IpHMalia oaroBapajyhu
objekar 3a RSA, AES wmm Blowfish anropuram. Taj Hauwmn, 300r came MperieaHOCTH M
WHTYUTHBHOCTH, HE OATOBapa KOHIIENITY oMoTava. MiMajyhu y Buay na cBaku ajaropuraMm Mma

cnienu(UYHA TIOJIeIIaBakkha, TO3UB TAKBOT 00jekTa Ou u3rienao He Oarr tako jacHo (Cruka 14).

let blowfizhEnc = Cipher{cipher: ElowfizhCipherikey: key, iv: genericIV, encryptionMode: .ecb))

Cnuxa 14 Ilpumep noszusa nemoouguxosanoz oopacya Mocm
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[TpoMeHa je HacTasa Tako IITO Ce HUCY CBE Kilace 00jeIMHIIIe KPO3 jeIHY KJIacy, HEro CBaku TUI
aJlrOpUTMa MMa CBOjy KJIacy KoOja je MOCTOM IIOBE3aHa 3a HMMIUIEMEHTAMOHUM CciojeM. Y
ciydajy aena 3a kpunrtoBame kiace RSACipher, BlowfishCipher u AESCipher cy onsojene u
3ace0HO OJp>KaBajy Be3y ca ofarosapajyhom mmriuiemenrtanujom. Ha npumepy ucnon (Cnuka 15)

ce Buau umiuieMenTanuja RSACipher kiace.

HmmuiemenTanyja je u3y3eTHO jacHa M TpErJie/iHa TaKo Jia c€ KOPUCHUKY CTBapa YKCTa CIHMKa
KaKo ce KopucTu oBaj cucteM. Jlunuja odenexena ca // 1 (Cruxa 15) nokasyje nedunucame
pOMeHJbHBE Koja BpiH yiory mocta. Ca /[ 2, // 3 u I/ 4 cy obOenexxeHr KOHCTPYKTOPH TJI€ Ce
neduHUIIEe KOHKpeTaH 00jeKaT KOju MpeacTaBiba MOCT. VicTu npuHIMI je KopullheH U 3a Kiace

BlowfishCipher u AESCipher.

public class RSACipher: NSObject, Cryptor {

fra
public var coreCryptor: CoreCryptor

public var privateKey: String? {
return (coreCryptor as? RSACoreCipher)?.privatekey
1

public var publicKey: String? {
return (coreCryptor as? RSACoreCipher)?.publicKey
1

ff 2

public init({padding: RSAPadding = .none) {
coreCryptor = RSACoreCipher(padding: padding)
super.init()

}

fr 3

public init({publicKey: Data, padding: RSAPadding = .nmone) {
corgCryptor = RSACoreCipher(publicKey: publicKey, padding: padding)
super.init()

}

fr4

public init({publicKey: Data, privateKey: Data, padding: RSAPadding = .none) {
coreCryptor = RSACoreCipher(publicKey: publicKey, privateKey: privateKey, padding: padding)
super.init()

Cnuxa 15 Ilpumep cnoja ancmpaxyuje

Caoj nmporokosia ynnae nporokoiau CoreCryptor, Cryptor, CoreBlockCryptor u BlockCryptor.

3a pa3nuKy OJ MMIUIEMEHTAIlMOHOI clloja W MHTep(dejca Ka KOPUCHHUKY (KOjU OAroBapajy
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MMIUIEMEHTAIMJH OIHUCAHO] Yy TMPETXOJHOM IIOTJaBJby), CJI0j MPOTOKOJIa je mpuiaroleH Ha
cnenehu HaumH. CoreCryptor je oCHOBHU MPOTOKOJI MMIUIEMEHTAIIMOHOT HMBOA U OH 00aBe3yje
CBE KJIace KOjU ra ycBajajy Ja HMMIUIEMEHTHpajy oaroBapajyhe ¢yHKuje 3a mudppoBame U

nemudpoBame (Cruxa 16).

public protocol CoreCryptor {
e
Encrypts data and throws error if needed
— parameter toEncrypt: Data to encrypt
*f

func encrypt(data toEncrypt: Data) throws —> Data

=]
Decrypts data and throws error if needed

— parameter toDecrypt: Data to encrypt
*/f
func decrypt(data toDecrypt: Data) throws —-» Data

Cnuka 16 /le¢punucare CoreCryptor npomoxona

CoreBlockCryptor je mpotokon koju ycBaja mpotokon CoreCryptor u HAMEHhEH je KilacaMa Koje
npyxajy moryhHoct mugpoBama 610koBa nojaraka. Kiaca koja uMIuieMeHTHpa 0Baj MPOTOKOJ
Ou Tpebano na ummeMeHTHpa cBe Meroje Aedunucane y CoreCryptor—y, Kao U OHE HaBEJICHE y
CoreBlockCryptor npotokoiy. Kpo3 oBakBy BpcTy Xxuepapxuje J1ajb€ HaCTaB/baMo J1a TPaIuMO

MOCT.

Ha ctpanu cioja untepdejca ka KOpUCHUKY ce Hanase npotokonu Cryptor (Cauka 17) u
BlockCryptor xoju cy HOBE3aHU Ha UCTH HAUUH Kao U rope onucanu CoreCryptor u

CoreBlockCryptor.

public protocol Cryptor {
e
Internal object
*
var coreCryptor: CoreCryptor {oet}

Cnuxa 17 Heunuyuja Cryptor npomokona
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CoreCryptor npotokoin neduHuIIe MIPOMEHIbUBY KOja cTBapa MOCT. Ta mpomesbuBa Moxe 1a Oyne

om0 koju o6jexar koju umiuiemenTupa CoreCryptor IpOTOKOI.

public protocol CoreBlockCryptor: CoreCryptor {
FEZS
Inits new block encryption and throws error if needed

- parameter key: Encryption key
— parameter iv: Initialization vector
*/f

func initEncryption(withKey key: Data, andI¥ iv: Data) throws

FEZS
Updates new block encrypticn and throws error if needed

— parameter data: Data block to update encryption with
— parameter iv: Initialization wvector

*/

func updateEncryption(data tolUpdate: Data) throws

fEZS
Finishes block encryption and throws error if needed

— returns: Encrypted data
*/

func fimishEncryption() throws —» Data

F ok

Inits new block decryption and throws error if needed
— parameter key: Decryption key

— parameter iv: Initialization vector

*/

func initDecryption(withKey key: Data, andIV iv: Data) throws

FEZS
Updates new block encrypticn and throws error if needed

- parameter key: Data block to update decryption with
*/

func updateDecryption(withData data: Data) throws

=

Finishes block decryption and throws error if needed

— returns: Decrypted data
./

func finishDecryption() throws —> Data

Cnuxa 18 CoreBlockCryptor npomoxon

OBne Be3a m3Mehy mpoTokoyia OIMCKUX MUMITIEMEHTAIMOHOM CJI0jy TocTaje kopucHa. [lomTo
CoreBlockCryptor ycsaja CoreCryptor, cBaku objekat koju umriementipa CoreBlockCryptor
je yjenro u CoreCryptor mpoTokol, Tako Aa IPOMEHJBUBY KOja MPeACTaB/ba MOCT MOTY Jla YHHE

00€jKTH Koju ce 6aBe 0OMYMM U OJIOKOBCKUM IIU(POPBAEHEM.
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Konauno, MocT ce peanusyje npeko ekcrersuje Cryptor nporokona (Cruka 19).

extension Cryptor {
ET
Encrypts data.

— parameter dataTocEncrypt: Data to encrypt
— returns: Encrypted data
* [
public func encrypti{data dataToEncrypt: Data) throws -»> Data {
do {
let encrypted = try self.coreCryptor.encrypt(data: dataToEncrypt)
return encrypted

3

catch let error {
throw error

}

}

T
Decrypts data.

— parameter dataTocDecrypt: Data to decrypt

— returns: Decrypted data

*f
public func decrypti{data dataToDecrypt: Data) throws -»> Data {
do {
let decrypted = try self.coreCryptor.decrypt({data: dataToDecrypt)
return decrypted
}
catch let error {
throw error
}
1

Cnuka 19 Excmensuja Cryptor npomoxoaa

[TpumeTnmo na ce y 1epUHULM]U OBOT NMPOTOKOJIA HABOAMU CaMO MIPOMEHJbHBA KOja MpeICTaBIba
MocT. To 3HauM Ja cBaka Kjaca Koja MMIUIEMEHTHpPa OBaj MPOTOKOJI Mopa Ja AeduHurie
MIPOMEHJBMBY KOja HMa YJIOTY MocTa. MeTtojie nenHrucaHe y eKCTEH3HMjH Ce HUTJIE HE 10jaBIbY]y,
OCHUM Yy €KCTEH3MjH MpoTokojia. OBUM MyTeM MOCTHXKEMO JETUHCTBEHY UMIUIEMEHTAIU]y 3a CBE
tunose mmdposama. Koju he anropuram 3a mudpoame J1a ce 30B€, 3aBUCH UCKJbYUUBO O TOTa

KOjH je o0jekar ca yJIoroM MocTa JeQpHHHUCaH.

31



Peanmu3anuja omoraua 3a OpenSSL 6ubnroTexy

5.4 Tlpersiena ocTajaux jJejioBa

VY mperxomHo] CEKIHju je AeTajbHO ONMCaHa OpraHu3amnMja aena 3a mmdpoBame. Ha
MOTITYHO MCTH HaYWH oOpa3zary Mocm je ucKopuIllheH u y JIeJIOBHMa 3a padyyHame Xell KOJ0Ba
Bepu(uUKalujy mopyka ma crora OBU CerMeHTH Hehe OMTH TOJHMKO JeTajbHO OmMHMCcaHu, Hero he

outu ypal)eH OCHOBHH CTPYKTYpPHU IPETIIes.

5.4.1 [leo 3a pauyHame Xewl pyHKIMja

JleTaJbHUjM TIPUKA3 OpraHM3aIlMje Jelia 3a padyyHame Xeml (PyHKIMja BUIU C€ Ha CIIHIN
18. Opranuzanuja oBOr Jiena, 3a pasjiMKy O] JieNna 3a WH(poBame, HE CAJpKU XUEPaApXUjy y
CJI0jy MPOTOKOJIA, HETO CJI0J€BH UMILJIEMEHTAIIH]€ U allCTPAKIIMj€ UMajy Ta4HO 10 jeJaH MPOTOKOI

KOjY UMILJIEMEHTHPA]Y.
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MD5CoreHash
-context: MD5_CTX
+init
O -update(dataPointer, dataSize)
«interface» -finishBlock()
MASHash CoreHashingFunction
-coreHash: CoreHashingFunction -update(dataPointer, dataSize)
- -finishBlock()
+init() SHA1CoreHash
<
-context: SHA_CTX
SHA1Hash +init()
-coreHash: CoreHashingFunction -update(dataPointer, dataSize)
— -finishBlock()
+init()
SHA224Hash
= = SHA224CoreHash
-coreHash: CoreHashingFunction
— -context: SHA256_CTX
+init() —
+init()
-update(dataPointer, dataSize)
SHA256Hash -finishBlock()
-coreHash: CoreHashingFunction
+init()
SHA256CoreHash
SHA384Hash +context: SHA256_CTX
-coreHash: CoreHashingFunction +init()
= v +update(dataPointer, dataSize)
+init 0
I O +finishBlock()
«interface»
SHAS512Hash HashingFunction
-coreHash: CoreHashingFunction -coreHash: CoreHashingFuncti
= coreHas oreHasningrunction SH reHash
+init() +hash(data: Data) :
+update(data: Data) +context: SHA512_CTX
+finishBlock() +init()
+update(dataPointer, dataSize)
+finishBlock()
SHAS512CoreHash
+context: SHA512_CTX
+init()
+update(dataPointer, dataSize)
+finishBlock()

Cnuka 20 Ipeaneo cucmema 3a xewuparee

pseHom ©60joM cy o0enexeHe Kiace KoOje Cy HUMIUIEMEHTAllMOHE a IUIaBe Kjace ce

UMILIEMEHTHPA]y arctpakinjy. Cioj uatepdejca je cuse 60je. (Cruxa 20)

Hmnnemenraryone kinace ycajajy CoreHashingFunction mporokon unme ce o6aBesyjy aa he na
UMIUIEMEHTHPAjy METO/Y 3a aXXKypHPambe aKTYeIHOT OJIOKa Mojaraka Yuju xeml KO KeauMo Ja

M3padyHaMo Kao U METOAY 3a 3aBpUIETaK aXypHpama U pauyHame Xell KOaa.

Knace ancrpaknuje ycBajajy HashingFunction nporokon u o6aBesyjy ce na he ma mebunuiry
coreHash mpomeHJbMBY KoOja MpeacTaBjba MOCT M KOja MOXe J1a Oyne Owio koju o0jekar Koju

ycBaja CoreHashingFunction mporokon. Ilopexn Ttora, HashingFunction mportokon mpyxa
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I/IMHHCMGHTaHI/Ije MCTOJa 3a padyyHamnbE XCII Kél[a 0710KOBa nogaTraka Ka0 1 HOpMaJIHO padyyHal€

Xel KOJ0Ba, YMME j€ IOCTUTHYTA MOTIyHA (DJIEKCUOMIUHOCT.

5.4.2 Bepuduxanuja nopyka

Jleo 3a BepuduKaIujy mopyka je HajjeITHOCTaBHUJU U (PYHKIIMOHMIIIC HA UCTH HAYMH Kao

U TpeTXoaHo onucanu aenoBu. (Cruxa 21)

DSAAuth

O DSACore

CoreSignVerifier

RSASignature

CoreRSASignVerifier

. O

SignVerifier

Cnuka 21 Ipeeneo sepughuxayuje nopyka

VY oBoMm ciy4ajy cioj mpotokona ymne CoreSignVerifier u SignVerifier mpotokomu. Kiace
umiuiemenrtaigje (DSACore u CoreRSASignVerifier) ycsajajy CoreSignVerifier mpotokou.
Kiace ancrpakiuje umiuiemeHtupajy SignVerifier mportokon, koju, mopea onarorapajyhux
MeTona, Ae(UHHIIE U IPOMEHIJFUBY ca yJIOroM MocTa. [IpoMeHIpMBa ca YIOroM MOCTa MOXeE J1a

Oyme 6uo koju objekar koju ycaja CoreSignVerifier mpotokour.

5.4.3 [lenoBu K0ju HUCY MpeMa o0pacily 3a npojekroBame Mocm

W3Han cy HaBeneHe TPHU apXHUTEKTypajiHE LEJNHWHE O] KOJUX C€ CacTOoju OBaj OMOTau.
ITopen wux mocroje u QyHkiuoHanHoctH (pauyHatbe HMAC-a u Diffie-Hellman pasmena
KJbyueBa) KOj€ C€ HUCY IOJBENIC HU TOJ] JeIHY apXUTEKTYypaliHy LEJIHNHY, JeTHOCTABHO 3aTO IITO
Hyze cnenu@uuHy rpyny QyHKIHOHAIHOCTH KOJy HE Jiele ca ocTaTkoM cucrteMa. OpraHuzanuja

OBOT JieJla cucTeMa je NpuiIndHo JuHeapHa (Cauka 22). Knace uMIieMeHTalyje KOMyHUIIMPA]y
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ca OpenSSL—om, TOK KJlace Koje Cy OTBOpEHE Ka KOPUCHUKY Jip>ke pedepeHily Ha oAroapajyhy

HUMIIUIEMCHTAIIKMOHY KJIacy u HOBI/IBajy BCHE METOAC.

DiffieHellman HMACAuth

DiffieHellmanCore HMACCoreAuth

Cnuxa 22 DiffieHellman u HMAC npezneo

Krnace DiffieHellman u HMACAuth mnpencraBsbajy uHTepdejc Ka KOPUCHHKY H IO3HMBajy

dbynkmuje kiaca DiffieHellmanCore, onnocio HMACAuthCore.

FETS
Computes shared secret with public key.

— parameter publicKey: Public key of other client.

*

public func computeSharedSecret(withPublicKey publicKey: Data) —> Data? {
return dhCore.computekey(withPublicKey: publicKey)

}

Cnuka 23 Ipumep memooe y DiffieHellman xracu

Metoaom IIPpUKA3aHOM Ha CJIHMIOH 23 ce 3arpaBo CaMO 30BC I/IMHJ'IeMeHTaI_II/Ija KJ1acc

DiffieHellmanCore koja je npuka3ana Ha cnuim 24.

func computekKey(withPublicKey pk: Data) -» Data? {
if let dhKey = dhKey {
let size = DH_size(dhKey)
var computedKey = Data.makeUIntBEmptyarray(ofSize: Int(size])

var bnG = BM_new()

let gData = pk.makeInt8DataPointer()

let gPointer = UnsafePointer<Int8>(gData)
BN_dec?bn(&bnB, gPointer)

DH_compute_keyi&computedKey, bnG, dhKey])

return Datalbytes: computedKey)
b

return nil

Crnuxa 24 Ipumep memoode u3 krace DiffieHellmanCore
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VY nu3ajHy OBHX Kjlaca akKIIEHAT j€ CTaBJhEH Ha jeTHOCTABHOCTH. JaCHO ce pa3JiBaja J1eo KOju je
3ay)KEeH 3a UMIUIEMCHTAIjy U JIe0 KOjU je OTBOPEH Ka KOpUCHHKY. Ilomro Hemamo BuIe
Moryhux MMIJIEeMEeHTalMja UCTUX (YHKIMja KA0 HHU BUIIE PA3MUYUTHX Kjlaca Koje Jiele CIMYHe

WK ucTe GYHKIIMOHATHOCTH, HHje OMIIO MOTpede 3a MoIN3amheM apXUTEKTypaTHE CI0KEHOCTH.

Nmnak, ykonmko ce y OyayhHocTH OBaj aeo Oyne pa3BHja0 M IOCTaja0 KOMIUICKCHHjH, 300T
WHUIIMjAJTHE jJaCHE Pa3ABOJEHOCTH Cli0jeBa, Omhe MmorogHO MPUMEHHMTH OJroBapajyhu y3opak 3a

MIPOjEeKTOBamkE 0€3 BEIMKE KOMMYHHE pedaKkToprcama KO/a.
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6 I[Ipumepu ynorpeode

VY oBoM nieny he Outr HaBeIeHH KOHKPETHU ITPUMEPH yIoTpede oBor oMoTada. Mneja je

Jia ce MOKaXe JeJHOCTABHOCT yIoTpede IETOKYITHOT CHCTeMa

6.1 IudpoBame u nemmdpoBame
6.1.1 RSA

RSA anropuram je acuMeTpuvaH ajaropuram 3a mupoBame U AemudpoBame Mopyka.
AcuMeTpHYaH je 3aTo ITO KOPUCTH JIBa pa3inyuTa Kibyda. OBaj IPUHIMI ce Takole 30Be U
Kpunmoepaghuja jagHoe K/byua 3ato 1ITO je jellaH ol KJbydeBa JOCTYIaH CBUMa a IPyTyd Mopa Ja
ocraHe TajaH. KopucHuk RSA anroputma nenu mpousBoj JBa BeIKMKa IpocTa 0poja, 3ajeaHo ca
MMOMONHHMM BpEIHOCTHUMA, Ka0 CBOj jaBHH KJbYy4. [IpocTr OpojeBr Mopajy na octany Tajau. CBako
ca jaBHUM KJbydeM MOxe Jia rdpyje MOpyKy aiau AemrudpoBame MOXKE J1a U3BPIITH CaMO OHAj

KO MMa mpocte Opojese (3a aetasbe BuaeTu [12]).

Y oBoMO mpHMepy MOXKEMO Ja BHAUMO Kako (pyHKuuoHHIIE ImHdpoBame U AeunppoBame

kopumhemem RSA amropurma. OBaj mpumep 3a Wb MMa CUMYJAIU]y PEATHOT Cliydaja
ynotpeoe:

Nmamo nBe ctpane koje xohe ia pasmeHe nopyky. JeqHa crpana ce 6aBu mugppoBameM moMohy
JaBHOT KJby4a JIpyre CTpaHe, JOK JIpyra cTpaHa BpIIM JemndpoBame y3 moMoh cBOT MpuBaTHOT

KJby4a.
// Kopak 1

let testData = Data(bytes: [0x50, Oxb7, ©x73, ©Oxc8, 0x42, Oxle, Ox3d, ©Oxla, Ox5e,
oxc4, 0x48, 0x50, 0x80, 0x03, Ox03, OX66])

// Kopak 2

let decryptor = RSACipher(padding: .pkcsl)

// Kopak 3

guard let pubK = decryptor.publicKey?.data(using: .utf8) else {
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return

// Kopak 4

let encryptor = RSACipher(publicKey: pubK, padding: .pkcsl)

// Kopak 5

do {

let encryptedData = try encryptor.encrypt(data: testData)

let decryptedData = try decryptor.decrypt(data: encryptedData)

}

catch let err {

[TpBo meduHUIIEMO TPOMEHIBHBY ca ToAanuMa Koju ce mudpyjy (// 1) 3atum
nedunuIeMo obejkaT Koju he OutH 3aayxeH 3a aemmdposame (/ 2).

[Torom cnene kopauu:

Kopak 3

N3Bnaunmo jaBHU KJbYY U3 00j€KTa KOjH j€ 3aIy’KEeH 3a JAemu(poBame
Kopak 4

Hedunumniemo obejkar koju he OMTH 3aayXeH 3a MuppoBabE.

Kopak 5

Ha jenHoctaBan HaumH ce BpIIM MpBO MU(POBAKE MOYETHUX MOJaTaKa ma oHAa AeIppoBamke

mu@poBaHuX MmojgaTaka
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6.1.2 Blowfish

Blowfish anropuram 3a mmdpoBame ca CAMETPUYHNAM KJbYYeM, IITO 3HAYH Ja CE UCTH
KJbY4 KOPHCTH 32 mudpoBame U nemudpoBame. OBaj alroputam je npuiIndHo 6e30eaaH momTo
joIr yBek Huje npoHal)eH epukacaH HAYMH JIa CE OTKPHje calipikaj EHKPUTITOBaHE TOpYKe (32

nerasbe Bunaetu [13]).

Canuno kao 1 y RSA npumepy, oBze ce Moxe BHaeTH Kako ¢ynkuuonuie Blowfish anropuram
y mudpoBamy u3melh)y aBa KiujeHTa.

// Kopak 1

let key = "secret".data(using: .utf8)!

let genericIV = "12345678".data(using: .utf8)!

let testData = "12345678".data(using: .utf8)!

// Kopak 2

let blowfishEnc

BlowfishCipher(key: key, iv: genericIV, encryptionMode: .ecb)

let blowfishDec = BlowfishCipher(key: key, iv: genericIV, encryptionMode: .ecb)

// Kopak 3
do {

let encrypted = try blowfishEnc.encrypt(data: testData)

let decrypted = try blowfishDec.decrypt(data: encrypted)

}

catch let err {

Kopaxk 1

He(i)I/IHI/IHIeMO nogaTKe HCOIIXOJHEC 3a IHI/I(prBH)eI KJby4, HHUOAJIN3allUOHU BEKTOP U MOJATKEC

39



Peanuzanuja omoraya 3a OpenSSL 6ubnmorexy

Koje mudpyjemo.

Kopak 2

JHedununiemo o6jexTe Koju ce 6aBe mudpoBame OTHOCHO IEMHPPOBAHEM.
Kopak 3

Ha kpajy ce Bpmm camo mudpoBame a IOTOM U ACHIH(PPOBAHEM.

6.1.3 AES

AES je cnenndukanyja 3a mu@poBame eNeKTPOHCKUX MoaTaKa Kojy je Hamiucao
Hanmonanuu uncruryt Cjenumenux AMepuukux Jlpxasa 3a crannapie u texsosiorujy, 2001.
ronuHe. OBaj anropuTaMm ce 3acHUBa Ha PujH7en anropuTMy Koju cy pa3Buiia iBa Oeirujcka
HayuHUKa. PujHIen 3anmpaBo npeacTaBiba MOPOAUITY aNropuTaMa 3a IuQpoBame ca Jpyradujum
KJby4eBMMA U BEIMYMHOM OJIOKOBA (3a BUILIE IeTasba BUACTH [ 14]).

AES ajiropuram 3a H_II/I(l)pOBaI-Le ImoaprKaBa, Kako o0HYHHE nogaTrake, Tako 1 OJIOKOBE rmogaraka.

do {

// Kopak 1
let testData = "test string".data(using: .utf8)

let keylé6Byte = Data(bytes: [0x5f, Oxf5, ©x0c, Ox5b, Ox60, Ox96, Ox84, Oxa2, 0x35,
oxd5, oxc5, oxbf, 0x24, 0x69, 0x40, 0x8a])

let genericIV = Data(bytes: [0x4f, ©x83, Ox51, Oxae, Oxlc, 0Ox48, Oxf4, Ox81l, Ox65,
oxf8, ox1b, 0x53, 0x3d, ©xd6, ©xd9, ox1f])

// Kopak 2
let cryptorEnc = try AESCipher(key: keyl6Byte, iv: genericIV, blockMode: .cbc)

let encrypted = try cryptorEnc.encrypt(data: testData)

// Kopak 3
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let cryptorDec = try AESCipher(key: keyl6Byte, iv: genericIV, blockMode: .cbc)

let decrypted = try cryptorDec.decrypt(data: encrypted)

}

catch let err {

Kopaxk 1

I[e(bI/IHI/IIHGMO mogaTKe HCOIIXOJHEC 3a HII/I(l)pOBH)eI KJby4, MHUOAJIN3aIUOHU BCKTOP U IOJATKEC

Koje mudpyjemo.

Kopak 2

JlepuHumeMo 00jeKaT KOjH je 3aIy’KeH 3a MHPPOBamkE 1a ce MUPPOBAKHE TOTOM M BPIITH.
Kopak 3

Hedunumniemo objekar Koju je 3aayKeH 3a JemudpoBame na ce aemudpoBame MOTOM U BPILU.

Crnenehu npumep nokasyje mudppoBame 0JI0KOBa MoIaTaka.

// Kopak 1
let blockl = "blockl ".data(using: .utf8)!
let block2 = "block2 ".data(using: .utf8)!
let block3 = "block3".data(using: .utf8)!
do {

// Kopak 2

let aes = try AESCipher(key: key32Byte, iv: genericIV, blockMode: .ctr)

// Kopak 3
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try aes.updateEncryption(withDataBlock: blockl)
try aes.updateEncryption(withDataBlock: block2)
try aes.updateEncryption(withDataBlock: block3)

let encryptedData = try aes.finishEncryption()

}

catch let err { }

Kopaxk 1

Jedunumemo 0J10KOBE Mmo1aTaka
Kopak 2

Jedunuiiemo o6jekar 3a mudpoBame
Kopak 3

JNlepunucane OJOKOBE IMOjeIMHAYHO MHQPPYjeMO a IOTOM 3aBplIaBaMo MMHU(POBAKE TIJIC

no0ujaMo KOHa4YaH pe3yInTar.

6.2 Pauyname xem K6/10Ba

Pauyname xemr k6goBa [6] he Outu npencraBbeHO Kpo3 npumep MDS5 xem QyHKuMje.
OcHoBHHM NpUMep Aaje jeqHocTaBaH xeul KOa. Y oBom mpumepy ce npso (Kopak 1) nepunuiry
nojlaly yuju xem ko1 xohemo na u3pauynamo. Hakon tora (Kopak 2) nepunumemo Hosu MDS

o0jeKar ¥ payyHamMo XemI KOJ.

// Kopak 1

let testData "Test string".data(using: .utf8)!
// Kopak 2

let hashFunc

MD5Hash ()

let hashCode

hashFunc.hash(data: testData)
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Xer kO MOKEMO J1a U3padyHaMo Ha jOIIl JeTHOCTaBHU]U HAYWH:
// Kopak 1

let testData = "Test string".data(using: .utf8)

// Kopak 2

let hashCodeFromData = testData.md5()

// Kopak 3

let hashCodeFromString = "Test string".md5()

Ha mouetky ce (Kopak 1), kao y mpeTxoTHOM IpuMepy, ACPUHHIIY MOJaIH Ja OU ce 0Max HaJl
camuMm tunom nogaraka (Kopak 2) moszsana md5() pyHkimja koja pauyHa xem k0a. Hakon tora

(Kopak 3) ce pauyHa Ha CIIMYaH HAUYUH Xell KO HaJl HUCKOM KapakTtepa Tj. TUIoM String.

6.3 AyreHTH(]UKaNMja MOpPyKa
6.3.1 RSA ayrenTnduxanuja

// Kopak 1

let testData = Data(bytes: [0x50, Oxb7, ©x73, ©Oxc8, 0x42, Oxle, Ox3d, ©Oxla, Ox5e,
oxc4, 0x48, Ox50, 0x80, 0x03, Ox03, OX66])

// Kopak 2
let signer = RSACipher()

let signature = signer.sign(data: testData, type: .md5)

// Kopak 3

let verify = signer.verify(data: testData, signature: signature!, type: .md5)

RSA ayrentudukammja paau Tako mro ce Han AepuHucuM nomanuma (Kopak 1) mpumena

¢byukuuja sign()(Kopak 2). Hakon Tora ce meronom verify()(Kopak 3) Bpiiu npoBepa nornuca.
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6.3.2 DSA ayrenTu(puKanmja

Wctu npunnun pyHkuronncama nma u DSA ayreHtudukanyja:
let dsa = DSAAuth()
let signature = dsa.sign(data: toSign)!

let verified = dsa.verify(signature: signature, digest: toSign)

6.4 HMAC xona

HMAC k61 ce pauyHa mo3uBoM ojroBapajyhe GpyHKIMje Haj TUIIOM ITO/IaTaKa:
let testData = "some test data".data(using: .utf8)!

let key = "some test key".data(using: .utf8)!

let hmac

HMACAuth(key: key, hashFunction: .md5)

let code = hmac.authenticationCode(forData: testData)

Y TIyTeM €KCTEH3M]ja HaJl OJIroBapajyhuM TUMmoBuMa:
let codeFromData = testData.hmacAuthCode(withKey: key, hashFunction: .md5)
let codeFromString =

"some test string".hmacAuthCode(withKey: key, hashFunction: .md5)

6.5 Diffie—-Hellman pa3mena k/byueBa

Diffie-Hellman je metona 3a 6€30enHy pazmeny KpuntorpadCKux KjbydeBa MPeKo jaBHOT

KaHaJ1a (3a BHIIIE JeTajba BujaeTH [15]).

OBaj mpuMep aaropuT™a 3a pa3MeHy KJbyueBa CUMYNUpa pa3MeHy u3mel)y /1Ba KiHjeHTa.

44



Peanuzanuja omoraya 3a OpenSSL 6ubnmorexy

// Kopak 1

let dhClientl

DiffieHellman(primeLength: 512)

// Kopak 2

let dhClient2 = DiffieHellman(p: dhClientl.p!, g: dhClientl.g!)
// Kopak 3

let sharedSecretl =
dhClientl.computeSharedSecret(withPublicKey:dhClient2.publicKey!.data(using: .utf8)!)

// Kopak 4

let sharedSecret2 =
dhClient2.computeSharedSecret(withPublicKey:dhClientl.publicKey!.data(using: .utf8)!)

Kopak 1 nedunumie objexar Koju TeHEpHIIe MapamMeTpe 3a pa3MeHy KJbydera. Jlasbe ce y kopaky
2 KOopuUCTe TmMapaMeTpu HW3erepucaHd y TPBOM KOpaky Ja JpYrdH KIHWJeHT KOHCTPYHIIE

oarosapajyhu o6jekar. Kopauu 3 u 4 pauyHajy Kibyd KOjU C€ pa3Memyje.
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7 CucTeM OTBOPEHOI K02 ¥ HeroBa ynorpeoda

Pa3Boj 3acHOBaH Ha JeJbely M capajmbH y by yHarnpehema u3BopHOr KOIa je crap
KOJIMKO M caM pa3Boj coTBepa. Y KaCHUM JIEBEACCETUM TOJMHAMA MHTEPECOBAE 332 KOHLIENT
OTBOPEHOT KOJ1a 3HA4ajHO pacTe ca cBe Behum npuxsarameM JInayke miardopme (exne. Linux) on
CTpaHe jaBHOCTH U 00jaBJbHBAKEM HW3BOPHOT KOJa HUTEpHET mnpermiedada Herckejm (ewe.
Netscape). Tlojam oOTBOpeHOr KOJa M 3BAaHMUYHO TMpepacTa y OparHW3alHjy OCHHUBAKEM
WNuunmjatuBe 3a otBopeHu k01 (exe. Open source initiative, y oawem mexkcmy MOK) koja uma

YJIOTY PETYIaTOPHOT M €IyKAIIMOHOT TeJia 3a CBa MUTama Koja ce TH9y oTBOpeHor kona [16,17].

NOK je 3BaHNuHO JepHUHUCA0 II0jJaM OTBOPEHOT KOJIa, Tj. CBE YCIOBE KOje€ MPOrpaMcKu KO Mopa
7a 3a/70BOJBHM Ja Ou OMo mporiameH oTBopeHHM. Jla Om ce kOI cmarpao OTBOPEHHM HUjE
JIOBOJBHO CaMoO /12 je JJ03BOJbEH MPHUCTYIT H3BOPHOM KOJY,HETO j€ MOTPEOHO a YCBOjU JIUIICHILY

KOja ucIymana cieiehe ycimose

C10001H0 MOHOBHO JleJbemwe: JIMIeHa He cMe UKora Jja OrpaHU4aBa IITO ce THYe MPOJIaBamba
WK npenaje codTBepa Kao KOMIIOHEHTE copTBepcke TUCTpUOYIMje Koja CaApkKHU Iporpame u3

BUIIIE PA3IMIUTUX U3BOpa. JIMIeHIIa He cMe J1a 3aXTeBa HaKHAJy 3a TaKBY IPOJajy

M3Bopuu koa: [Iporpam Mopa na ykibydyje U3BOPHH KO M MOpa Jia J03BOJH JEJHEHE KaKO
M3BOPHOT KOJIa TaKO U KOMIajinupaHe Bep3uje. YKOIMKO Bep3rja MPOU3BOJAa HHUje ToJeheHa ca
HU3BOPHUM KéHOM, MOpa outn HaBCACH OYUIJTICAHO O3HAYCH HAYMWH 3a MPCYy3UMalkC M3BOPHOT
kOJla y3 pa3yMHy ILIEHY 3a PENpOAYKIIH]Y, MOXKEFHO j& JOBJIaYeHe ca WHTEpHEeTa OeCIUIaTHO.
N3BopHu k6 Mopa na Oyae y oONMKY y KOMe MporpaMep Kelu Ja MoAuduKyje Mmporpam.
W3BopHU KOIOBU KOjU HAMEPHO KpHjy JeTajbeé HHCY [03BOJbeHH. [IpenasHu oOMUIM MOmyT

pe3yJiTara mpeanpoecopa Ui MpeBoAnoIa HUCY T03BOJBCHU.

N3Benenn mnporpam: JluieHuna Mopa Ja J103BOJM M3MEHE M CTBapame INporpama Koju cy
U3BEJICHU W3 OPUTMHAJIHOTI KOJa a KojuMa Mopa Ja Oyzae oMoryheHo nesbeme MO HUCTHM

yCIIOBUMA Kao U OpUrHHajiaH coTBep.
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Huje no3Bo/beHa AUCKPUMMHHALMja npeMa ocobdama u rpynama: JluueHna He cme Ja

JTUCKPUMHIIIC OMIIO KOjy 0CO0Y WU Tpymy oco0a.

Huje no3Bo/beHa IMCKPUMHMHAIMja MPOTUB A0MeHa npuMeHe: JlumeHna He cMe 1a 3a0paHu
OuJI0 KOME Ja UICKOPUCTH Iporpam y cneuu@uunom aoMeny. Ha npumep, He cMme 1a ce 3abpaHu

na nporpam OyJie UCKOpUILINEH y MPeAy3eTHUIITBY WM Y TEHETCKUM UCTpaKMBambUMa.

Jlunenua nebema: IIpaBa koja o0e30ehyje nuieHIIa MOpajy Ja Bake 3a CBE ca KOjUMa ce

Inporpam Acjin oe3 YCJIOBJbaBama €Ca JOAATHUM JIMIICHIaMa.

Jlnuenna He cme 1a Oyne cnenuguyna 3a npoussoa: [Ipasa koje Baxe 3a onpehern nporpam
HE CMEjy Jla 3aBHCE O] TOTa Jia JIK je Taj mporpam Jeo onapeheHe codTBepcke mucTpudymmje.
VYKOJIMKO je Mmporpam H3/1BOjeH U3 IUCTpUOyLHje M UCKOpHIIhEeH WIM HOJEJbEeH y CKajay ca
yCJIOBMMA JIMIICHIIE, CBE OHU Ca KOjUMa CE MporpaM MOJeIN0 MOpajy J1a MMajy HCTa IpaBa Kao

OHa K0ja Cy TapaHTOBaHa OPUTHHAIHOM COPTBEPCKOM JUCTPHOYIIAjOM.

JluneHna He cMe Ja orpaHmvasa Apyru codreep: JluieHa He cMe Jja OrpaHUYaBa OCTaje
copTBepe Koju ce naene 3ajeqHO ca JuleHuupanuMm codpTBepoM. OBO je yBeneHo na Ou ce
o0e36enuna crmobona auctpudyrepa codTBepa, Kao W Ja OM ce€ MaKCHMH30Bajia JTOCTYIMHOCT

MPOM3BO/Ia KOjU yCBajajy JIMIIEHIY OTBOPEHOT KO/a.

JInuenna Mopa OMTH HeyTpaJIHa IITO ce THYe TexHoJoruje: Hujenna oapenda nuneHne He

cMe OWTH 3acHOBaHa Ha o/ipel)eHOj TEXHOJIOTH]U I CTUITY HHTepdejca.

OBaj mpojekar je  oTBopeHor kOga W Moxe ce npoHahm Ha  aapecu

https://github.com/thebrankoo/CryptoLab.
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Kao TakaB, mweroB nasbu pas3Boj je IJIaHUpaH y CKJIAQy ca 3axXTeBMMa KOpHUCHHKa. Takolhe je
M3Y3€THO TOXeJbaH JIONMPUHOC KOPUCHUKA y BUAY NpUjaBJbHBamba 0aroBa, MMIUIEMEHTallU]e

HOBHX ()YHKIIMOHAJTHOCTH Kao0 U UCIIpaBJbame noctojehnx 6arosa.

Cama mpupoma OTBOpPEHOT KOJa /103BOJbaBa CBAKOME Ja MOAU(UKYyje TPEHYTHY Bep3Hjy U
npuiarohasa je cBOjuM moTpebdamMa. YKOJUKO MaK HEKO JKENM J1a Ta MpoMeHa yhe y 3BaHWYHY
Bep3ujy CryptoLab—a, mopahe ga ucnomryje oapeheny mporeaypy. Lluss nporeaype je mposepa
KBAJIUTETA W KOPEKTHOCTH aXypUpaHOT KOJa KkKao u mpaheme HMIUIEMEHTAIMje HOBHUX
¢dyaknuonanHoctu. Crenehu kxopamu Tpeba ma Oymy mnpemy3eTd y HHJbY MOAH(UKAIU]E

tpenytHe Bep3uje CryptoLab—a:

1. OrtBoputu HOBU npeomem (eHr. issue) ua Github-y 3a gomaBame kesbeHe

GbyHKIMOHATHOCTH WK n3abpatu Beh mocrojehn
2. U3Bpumrtu pausare penosutopujyma (exr. fork)
3. JlokyMeHTOBAaTH MPOMEHE U MOKPHTHU UX TECTOBHMA jeTUHHUIIA KOIa
4. Tlocnatu 3axmes 3a dosnauere (enr. pull request)

OBa mporeaypa 00e30ehyje KBanuTEeT W MOY3MHOCT Jajbel MUPEHa CHCTEMa Kao W JieTalbaH

YBUJ Y CBE HETOBE CIIEHU(PUUHOCTH.
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8 3akibyuak

Kpunrorpaduja je o61acT Koja je yBEeK akTyellHa a HAPOYUTO JIaHAC Kajla c€ pavyyHapCKH
CUCTEMH W HUXOBa MPUMEHA CBE BHINE 3aCHUBAjy HA PA3IMYUTAM BHUIOBHMA MpPEKHE W
Mehyrutardopmcke komyHuKauje. Takohe ce y caBpeMeHOM pa3Bojy copTBEpa Tpake pelieHmha
Koja cy Op30 MNpUMEHJPMBA M 4YHjU CYy pe3yiaTard oamax BumbuBU. Hmajyhu y Bugy
KOMIUIEKCHOCT ¥ OCETJBUBOCT KPUNTOTpadCKHX ajiara Kao v Beh HaBeleHE 3aXTeBe CaBPEMEHOT
pa3Boja codTBepa, jaBjba ce MOTpeda 3a pememrMa Koja he 1aBa cBeTa CIOJUTH y jelaH:
KOMITJIEKCHE KpunTorpadcke QyHKIMje MPEJACTaBUTA HA HAYMH KOjU je Op3 U Jlak 3a Kopuliheme

KpajmheM KOPUCHHUKY.

OBaj paz je ynpaBo IPeACTaBUO jeIHO TAKBO pelleme. Periemne koje 1ako Moxke J1a Hale peanHy
IPUMEHY U JaJbe J1a ce IMPH U OOJIMKYje CXOIHO 3aXTeBUMa KopucHuka. [lopen Tora, carienane
Cy CBe MPEIHOCTH U MaHe Beh mocrojehux, CIMYHUX, peliemha Tako Ja OMOTa4 MPEICTaBIbEH Y

OBOM pajy uckopuirhasa nocrojehe mpeIHOCTH a pellaBa akyTenHe npobiaeme.

[IpaheweM mpenopyuyeHUX TEXHOJNOMIKUX CTaHAapAa je oOe30eheHa MHTYUTHBHOCT U
jeaHocTaBHOCT ynoTpebe, ynorpedom konuenta I10I1 cy Ha edrukacaH HAYMH UMITIEMEHTHPaHE
KapaKTePUCTUKE TPAIUIIMOHAIHOT 00jeKTHO-OPHjEHTHCAHOT IPOTrpaMUpama, HMIUIEMEHTAIIH]OM
obOpazana 3a J1u3ajH je o0e3beheHa apxuTekTypanHa edukacHOCT U (IEKCHOMIIHOCT,
kopuitheweM OpenSSL—a cTaOuinHO (QYHKIMOHATHO JEe3rpo a JejbemeM KOJa Jasba

MepcreKkThBa 1 MOryhHOCT pa3Boja.
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