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1.YBO

Ca pasBojeM MIpBHX IHcaMa HacTaje W moTpeda Ja ce cajapkaj MUCAHUX TMOpyKa 3aIlTHTH,
MOTOTOBO TOpyKa KOje ce KOpPHCTE Yy BOJHHM M JUIUIOMAaTCKMM KpyroBuma. To moBoam a0
pa3Boja kpunrorpaduje ¥ TojaBe MPBHUX JEIHOCTABHUX IH(apa MOMYT clapTaHcke Iudpe
“ckutane” u Llesapose mmudpe.

MehyTtum, mojaBa payyHapa U pa3Boj KOMyHHKALIMOHUX TEXHOJIOTHja JIOBEIH Cy JI0 €KCIaH3Hje
OBe 00JaCTH, HApPOUMUTO Yy TMOCIEABUX TPUIECETaK roJuHA. Y TOM NEpPHOJY YBOJE C€ NPBH
CTaHJap/IM ¥ pa3BHja Ce BEJIMKU OpOj HOBUX aJlrOpUTaMa 3a mudpoBame.

Jeman o anroputama HacTaauX y MEPUOAY BPTOIJIABOT pa3Boja KpunrTorpaduje je u aaropuram
RC4. Anroputam RC4 renepuiie HU3 KJby4ya, HA OCHOBY KOra ce€ BpIIM MHM(POBAmkE MOPYKA.
Ogaj anroputam je 1987. ronune nuzajaupao Pon Pusect (Ron Rivest), 3a moTpede kommnanuje
RSA Data Security, Inc. IlIudpa je cBe g0 1994. rogune 6una apkaHa y TajHOCTH, Kaja je HEKO
AHOHUMHO TI0CTIa0 HeH U3BOpHU Ko Ha ety Cypherpunks. On tor TpenyTtka, anroputam RC4
MOCTA0 je TOCTyIaH MUPOj jJABHOCTH.

Hanac je RC4 jemna op HajmomyJapHUjUX MPOTOYHUX Immdapa. AIropuramM Ha KOME CE€ OBa
mmdpa 3acHuBa yrpahen je y Benuku Opoj komeprujanHux npoussoga (Lotus Notes, Oracle
Secure SQL, Microsoft Windows...) nu xopuctu ce 3a mu¢ppoBame HHTEpHET caoOpahaja kao
cactaBHU J1e0 MpexHux nporokoina (SSL, TLS, WPA, WEP...). IberoBa nomynapHOCT ce 3aCHUBa
Ha jeTHOCTAaBHOM, Op30M U e(pUKACHOM alroputMy. 300T CBOj€ jeIHOCTaBHOCTH, anropuram RC4
je on maryma o0jaBJjpMBama Ma CBe J0 JaHac OMO MeTa MHOTOOpPOjHUX Hamaja, aid U TMOpej
OpojHUX HamaJa ajJropuTaMm HHUje 030MJbHO YIPO’KEH, TaKo Jia je merona ynorpeda Oez0enHa y3
M3BECHA OrPaHNYCHA.

[Ipenmer oBor paja je aHainM3a CTaTUCTHUKUX ocoOuHa anroputma RC4, xama ce anropurtam
KOPUCTH Kao TeHeparop Iceyaociaydajuux OpojeBa. OBaj paja mopea Tora CaipXd U OJleJbaK y
KOMe Cy MpHKa3aHa CTaTUCTUYKA TECTHpama eKCIIepUMaTaIHO 100ujeHuX pe3ynTara. L{usmb oBor
7ienia pajia je eBeHTYaJIHO MPOHAIAXKEHE TECTOBA YMjU ce u3ia3 u3 anropurmMa RC4 cratuctuuku
OUTHO pa3NiuKyje 0J1 PABHOMEPHO PACHOAEIHEHOT CIIy4ajHOT HU3A.

HacraBak pana nmogessen je Ha cieneha moriassba:

®  OcnosHu nojmosu. Y 0BOM IOIJIaBJbY Cy YBEJEHU OCHOBHH [IOJMOBH.

®  Aneopumam RC4. OBo moriasibe omnucyje anroputram RC4, merose daze u y memy je
YKPAaTKO M3JIOKEH IPEriie]] OCHOBHUX CBOjCTaBa KOja c€ KOPUCTE y AaJbeM TEKCTY.



Ocobune uznasnoe nuza cenepamopa RC4. Y oBOM TOrnaBiby IMpHKa3yjy ce OCOOHMHE
W3J1a3HOT HU3a reHepaTopa airoputma RC4.

Pesynmamu cumynayuje. Y OBOM HOIJIaBJbY j€ HM3JIOKEHA IporpaMcKa peanusanuja u
M3HETE Cy CTaTUCTUYKE aHalu3e U oOpaleHu pesynraru.

3axkmyuax. OBO TOrIaBbEe TMOpEA 3aKkJbydka CagpKd | mpemiore 3a Oynyha
UCTPAXHUBAbA.



2.0CHOBHHY MOJjMOBH

OBo mornaBJbe CaapXH Ba ofeJbKa. Y MPBOM 0JesbKy, Kpunmozepagcku ancopumam, yBeneHH
Cy OCHOBHH Kpumnrorpadcku nojMoBu. [pyru oxemax, [lpomoune wugpe, canpxu n1eUHALIHA]Y
1 HEKE OCHOBHE KapaKTEPUCTUKE MMPOTOYHUX mudapa.

2.1. Kpunrorpa¢gcCku aJjiropuram

Kpunrorpadcku anropurtam je pyHKIHMja KOja MpecarKaBa jeiaH HU3 OMTOBa y APYTH, IPU YeEMY
HUj€ HYXXHO Ja HU30BH OyAy jelHaKe Ay>KUHE. YJIa3HU HU3 OWTOBA, Tj. HU3 OMTOBA KOJH je
aprymMmeHT (QyHKIuje, 30Be ce oTBopeHH Tekcer. LludpoBame je mporec mnpumMeHe
KpUNTOrpadCKOT aaropuTMa, a pe3yirar mudpoBama Ha3uBa ce mudpaTom. AKO je OTBOPEHHU
TeKCT o3HaueH ca P, mmdpar ca C, a pynkumja mmdposama ca E, mporec mmdppoBama onucyje
cneneha jeqHaKoCT

C = E(P).

[TocTymak wHBep3aH MOCTYNKYy MU(GpOBama, Ha3uBa ce Aemd@poBameM. Ao je GyHKIH]a
nemudpoBama o3HaueHa ca D, Tana Baxe jeHaKOCTH:

P =D(C)

P=D(E(P)).

VY npakcu, Kpuntorpad)Cku alropuTMH CaApIKe JOIII jeJlaH ImapaMeTap — HU3 OUTOBA KOjU CE 30BeE
KkibYU. [Ipe ymorpebe anropuraMa Koju Cy 3aCHOBaHHM Ha KJbydy, 0€30€THOCT KpUNTOTpadCcKor
aTOpUTMA C€ 3aCHHMBAJIa HA TAjHOCTH alTOpUTMa. YBOHEHEM KJbyda, aITOPHUTMHU HHCY BHUIIC
Mopasii OWTH TajHH, Beh ce BUXOBa CUTYPHOCT IoYesa 3aCHUBAaTH Ha TaJHOCTU KJbyda. Takobe,
YKOJIMKO j€ TajJHH aJITOPUTaM KOjU KOPUCTH KJbYY pa30HjeH, JOBOJHHO j€ IPOMEHUTH KJbyY Ja 01
Ce aJropuTaM MOTao M Jlajbe KOPUCTUTH. 3axBajbyjyhu yBolhemy Kiby4a, JaABHOCT C€ YKJbYUHJIa y
OTKpHUBam€ HEAOCTaTaka mocrojehux anropurama M y TNpOHATaXKEHEe HOBUX, 0e30eqHMjuX
alropurama.



Kpunrorpadcku anropuTMu Koju KOPUCTE KJbYyYeBE MOTY C€ TOJCIUTH Ha CHMETPUYHE H
aCHMETPUYHE AITOPUTME. ACHUMETPUYHH ITOPUTMU Cy OHH QITOPHTMHU KOJ KOJUX C€ MpH
mudpoBamy U ACMUPPOBAKHY KOPUCTE PA3IUYUTH KJbYYEBU — jaBHU KJbYUEBH C€ KOPHCTE 3a
mudpoBame, a TajHU 3a IeMU(POBAKE, TOK CUMETPHUYHHU AITOPUTMHU KOPUCTE HUCTH TajHU KIbYY
U 3a mmdpoBame U AemndpoBame. Y 0BOM paly O]l 3Hauaja Cy caMO CUMETPUYHH aITOPHUTMH,
TaKo Jla ce Ha JIaJbe cMaTpa J1a je UCTH KJby4 KopuirheH u 3a mudpoBame 1 3a nenmdpoBame.

Ako je kibyd o3HaueH ca Kk, mporece mmdpoBama u JemudppoBama onucyjy cienehe
JETHAKOCTH:

C =E,(P)

Takobe, Baxxu u cneneha jeanakoct

P = Di(Ex(P)).

2.2. IIpoTrouyHe mudpe

[TpoToune mmdpe 0TBOpEHH TEKCT TpaHCHOpPMHULTY CUMOOI IO cHOOJI, Tj. OUT 1O OUT. AKO Cy ca
mj, Mz, M3... 03HaUYCHU OUTOBHU MOPYKe KOjy Tpeba mmdposartu, ca ki, k2, k3... 03Ha4eHHU OUTOBH
HU3a KJby4a, a OMTOBH mudpara ca €1,CzC3... Taja je MocTymnak mudpoBama onucan cieaehom
jenHakomhy

mi@ki=ci, i

v
Uy

CrnryHa jeJHaKOCT BaXKH 3a MpoIiec nemudpoBama
Cl'@ki:mi, i>1.

['maBHe mpeHOCTH OBAaKBOT HauWHa M poBama cy mro ce onepanuja P (XOR) jeaHnocraBHO 1
Op30 M3BpIIaBa, KA0 M TO IITO ce MH(pPOBame U nemudpoBame 00aB/bajy HA UCTH HAYUH IITO
OJIaKIIaBa MMILJICMEHTAIIH]Y aJlTOpUTMA.



CurypHOCT OBakBe MH(pe y NOTIYHOCTH 3aBHCH OJ] KBAJIMTETa TeHEpaTOpa KOju TeHEpHUIIIe HU3
KJbyda. YKOJHMKO TE€HepaTop HHU3a KJbyda jJaje OecKOHauYaH HU3 CIyd4ajHUX OWTOBA, Tajma ce
oBakBa ImmMdpa cBoaM Ha ciay4yajHy mudpy (one-time-pad) M uMMa CaBpLICHY CHUTYPHOCT.
MehyTtum, y npakcu CUTYpHOCT NPOTOYHE MHU(pE je Mamba 0] CUTYPHOCTH cilydajHe mudpe, jep
TeHepaTop Hu3a KJbyda TEHEpHUIle HHU3 OWTOBAa KOJU j€ y CTBApH JETEPMHUHUCTUYKU, HAKO
Hau3TIen nenyje cinydajHo (T3B. mceyaociaydajuu Hu3). 1To je m3nma3 reHeparopa CIMYHHU
CIly4ajHOM HH3Y, Haraja4d uMa TeXU Mpo0iaeM mpes coooMm.

Kako je u3na3 reHepaTopa Koju T€HEpHUIlle HU3 KJby4a MCeya0CaydajHu HU3, Tpeba HarlacuTu Ja
je moOpa mpakca TOBpEMEHO MPOMEHUTH KJbyd, Kako Ou ce o0e3b6emmna Beha curypHoct
cucTeMa.



3.Aaroputam RC4

OBoO moriaBsbe MOJEIHEHO je y YEeTHpPH onaesbKa. [IpBu omespak OBOT IMOTJIAaBJba CAapXKH OIUC
OCHOBHUX eJieMEHaTa auropuTMa. Y APYroMm OeJbKY Cy yBeleHe U o0jallmheHe 03HaKe Koje ce
KOpHUCTE Yy JajbeM pany. Y Tpehem onesbKy aetabHO je uznoxeHa (aza KSA anroputma u gar je
nperyies] OCHOBHUX cBojcTaBa KSA koja ce kopucre y JajbeM TEKCTY, JIOK je Y YETBPTOM OJIEIJbKY
nerasbHO onucana (paza PRGA. Cea TBphema y 0BOM NOIIaBby HalMcaHa Cy Ha OCHOBY Tpeher u
4EeTBPTOT OrJ1aBjba JuTeparype [1].

3.1. OCHOBHO 0 AJITOPUTMY

RC4 je mporouna mmdpa, ca TajJHUM KJby4eM uMja je BenmunHa Hajuenthe m3mely 40 m 148
O6uTOBa, @ HU3 KJbY4a je He3aBHCaH o7 oTBOpeHor TekcTa (13B. OFB pexum, Output Feedback).

OcHoBHHE enemenaT oBe mmdpe je au3 § = (S[0], ..., S[N — 1]), nyxune N = 2™, a eqeMeHTH
3a HU3 S cy nepmyranuja ckyna {0,1, ..., 2" — 1}. Cabupame uHIEKCa 32 S BPIIH C€ MO0 MOIYITY
N. Tlopen Hu3a S, kopuctu ce u Hu3 K v unnekcu i u j. Huz K ce qobuja ox TajHor kjbyda k
MIOHOBJHEHOT JI0BOJbAH Opoj myTa fa 6u ce monynuo uHus (K[0], ..., K[N — 1]).

O6uuno ce y3uma najen = 8 1. N = 256.

Anroputam RC4 cacroju ce u3 ase ¢aze. [IpBa ¢aza je paza KSA (Key-scheduling algorithm) y
KOjOj c€ BPIIM WHUIMjAIH30BalkE IepMyTalje S y 3aBUCHOCTH OJ1 KJby4a. 3a KoM cieau (asza
PRGA (Pseudo-random generation algorithm) y kojoj ce u3 mepmyTtamuje S TeHepHIle
TceyAoCaydajHu HU3 0ajToBa KOjU he ce KOPUCTUTH MPHIIMKOM U (PPOBamHa OTBOPEHOT TEKCTA.



3.2. ®a3a KSA

@aza KSA je mpBa ¢aza npuwimkom wu3Bpuiewma anropurMa RC4. YV oBoj ¢asu Bpmm ce
WHUIIHMjaTH30Bake HA3a Sy 3aBUCHOCTH O] KJby4a. Y JaJbeM TeKCTY JIETePMUHUCTUYKU HHICKC,
NICeYI0CTyYajHU UHACKC U nepMmyTaiyja TokoM ¢daze KSA penom cy o3nauenu ca i, j u S.

Crnenehu niceynokon nerajbHO onucyje KSA:

Ulaz: Niz K[0... N - 1] dobijen periodicnim ponavljanjem tajnog kljuca
Izlaz: Permutacija S
//Inicijalizacija identicke permutacije
fori=0toN-1do
Sli] =i
end
//Inicijalizacija indeksa j
j=0
// MesSanje elemenata niza S
fori=0toN-1do
j=j+S[i] +K[i] (mod N)
swap(S[i], S[i])

end

Tokom ¢aze KSA Bpmm ce nHuIMjanu3anyja HU3a S, TaKO IITO CE€ CBAKOM EJIEMEHTY JOJAEIH
BPEIHOCT TIO3WIIMj€ Ha KOjO] C€ HajJa3u y HHU3Y Tj. OJ HHU3a S ce HampaBu HJICHTHYKA
nepmyranuja. Y cieneheMm kopaky ce BpLIM MHHLIMjanu3anuja uuaekca j Ha 0, a motom ce
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BpIIM TIpeMelITame eneMeHata Hu3a S y N wurepamuja. Y cBakoj utepanuju oapehyje ce
BPEIHOCT €JIEMEHTa Ha MO3HIH]H j KOja 3aBHCH OJ TPEHYTHOT CTamka HU3a S U OJ1 BPEAHOCTH Y
Hu3y K (1j. kJpyya), a MOTOM ce BpILIM 3aMEHa eJleMeHaTa KOjH ce Haja3e Ha Mo3uuujama i u j.

3.2.1. OcHoBHa cBoOjcTBa pa3e KSA

Pyc (Roos) [6] u Baraep (Wagner) [7] cy He3aBHCHO jenaH oa apyror, 1995. ronuHe OTKpUiIn
npse cnaboctu y pa3u KSA, Ha 0OCHOBY KOjUX Cy M3BOJUIIM HEKOJIMKO Kilaca ciabux KibydeBa. Y
OBOM OJIEJbKY JaT je mperiies ocoouna daze KSA no kojux cy Pyc u Baraep momnutu y cBom pany,
a Koje cy 3HauajHe 3a aHanusy ¢aze PRGA.

Osnaxa f, yBeieHa je paau Kpaher u jefHOCTaBHUjer 3anuca u aeuHUIIe ce Ha cienehn HaunH
y
YO+
y &ef T + Z K [X]
x=0

Jlema 3.1.

HajBepoBaTHHja BpEIHOCT €JI€MEHTa Ha MO3MLMJU Yy y mepmyTranuju S HakoH KSA, 3a mpBux
HEKOJIMKO BPEIHOCTH Y ata je jennakomhy Sy[y] = f, .

Pyc je 3akspyumno, na kana je y J0BOJbHO MaJio, IOCTOJU BEJIMKA BepoBaTHONA /1a HUjelaH O JIBa
eJIeMEHTa KOja YUeCTBY]Yy Y 3aMEHHU, HUje YUeCTBOBAO y MPETXOAHUM 3aMeHama. Ha ocHOBY Tora
ce ca BEIMKOM CHTypHomhy Moske IpeTnocTaBuTd na je S, [y] = y mnpe 3amene y (y+1)-0j
pyaau. Onatiie ce najbe MOXKE 3aKJbyYUTH Jla j€ HajBepOBaTHHja BPEIHOCT €JIeMEHTa Ha
no3unuju S[1] jemnaka K[0] + K[1] + 0+ 1, a na je HajBepoBaTHHja BPEAHOCT €JIEMEHTa Ha
nosutmju S[2] jennaka K[0] + K[1] + K[2] + 0 + 1 + 2. Kaxko je BepoBaTHOha n1a j He y3uma

N
onpeheny BpenHocT TokoM (aze KSA jennaka (T) , 3aKJby4ak 70 Kora je gomao Pyc, Mmoxe

ce (hopmanuzoBaTH y BU1y cienecher tBphema.



[Mocneauna 3.2.

ITo 3aBpmieTky ¢aze KSA HajBepoBaTHH]jE€ BPEIHOCTH Ipyror u Tpeher enemMeHTa y mepMyTaiuju
S nare cy cnenehum u3pazuma:

1. P(Sy[1] = K[0] + K[1] + 1) ~ (%)N

2. P(Sy[2] = K[0] + K[1] + K[2] + 3) ~ (%)N

10



3.3. ®a3a PRGA

Tokom ¢aze PRGA u3 mepmyrauuje S reHepuiie ce rceynociaydyajHu HU3 0ajToBa KOju ce
KacHHje KOPUCTH TMPWIMKOM MmudpoBama OTBOpeHOr Tekcta. Y Toky ¢daze PRGA
JETEPMUHUCTHYKU UHAEKC, NICEYAO0CIyUajHU UHJIEKC U TIepMyTalija peaoM Cy o3HaueHH ca i¢, jé
u SG, oK je ca t je 03HAYCH MHJICKC Ha OCHOBY KOTa ce M3 mepmyraije S¢ moduja u3na3Hu 0ajt
Z, 32 KOju Baxu 1a je z = SG[t]. Ynora ekcrioHeHTa Gy 0O3HaKaMma JETePMUHUCTHYKOT UHEKCA I,
IICeYI0CIIyuajHOT MHJIEKca j U nepmyTtanuje Sy okBupy (aze PRGA je na pasnukyje HaBeneHe
€JIEMEHTE OJT UCTUX eJIEeMEHAaTa KOju ce KopucTe y okBupy (paze KSA.

Crnenehu niceynokon nerajbHO onucyje PRGA:

Ulaz: Permutacija S[0 ... N - 1] koja zavisi od tajnog kljuca
[ duZina pseudoslucajnog niza
Izlaz: Pseudoslucajan niz bajtova z
// Inicijalizacija
i6=jé=0
// Generisanje pseudoslucajnog niza bajtova duZine |
forr=0tol-1do
i¢=i+1 (modN)
J¢ =j¢+S6[i¢] (mod N)
swap(S°[i¢], S¢[j¢])
t = SG[i6] + SG[jé] (mod N)
z[r]=S5[t]

end

11



PRGA ¢a3a 3anounme mHMUMjanu3auujoM uHiaekca i¢ m j6é nma 0. Hakon Tora mpucryma ce
reHepHucamy 3ajaTor Opoja 6ajToBa (03HauMMO Taj Opoj ca I ). CBaku 0ajT reHEpHIIIe CE Y YUSTUPH
KOpaka, a II1e0 Mpollec ce MoHaBJka JAOK ce He m3reHepuine cBux I 6ajroBa. Mumekc i¢ ce yBek
MeHa Ha UCTH HaYMH, TOK HHJIEKC J¢ 3aBUCH O] BpEAHOCTH KOja ce y mepMmyTauuju S6 Hamaszu Ha
no3uiyju i6. Hakon m3pauyHaBama WHJeKca i6 u jé BpIimm ce 3aMeHa eeMeHaTa KOjH Ce Hallaze
Ha no3uuuju ¢ u nozunmju j¢ y uuzy SC. [locnmenmu Kopak y reHepucamy jeqHor 0Oajra je
padyHame BpeIHOCTH ¢ KOja MpeJicTaBba MO3UIIN]y eIEMEHTa y IepMyTaiju S6 koju je u3ia3
reneparopa. Mzna3znu 0ajT je oHaj 6ajT KOjU ce Hajla3u Ha no3uLuju ¢ y nepmyTtauuju SC.

Ha ocnoBy nperxonno usHetor, RC4 ce Moxe pa3maTpaTd M Kao KOHAYHH ayToOMaT, YHje je
YHyTpallbe cTame ypehena tpojka (S,1,)).

VY najbeM TeKCTy y3 MPOMEHJBUBY j€ YeCTO y MHJIECKY HAaBEJCH U IapaMeTap I' KOju O3HadaBa J1a
je y mutamy BpeqHoCT ojapeheHe nmpomeHbuBe y r-10j pyHau. Ha npumep, So¢ o3HauaBa crame
nepmyTtaruje S npe npee pyHiae PRGA, 1ok i¢ o3HagaBa BpPEeIHOCT mapamerpa Iy r-T0j pyHIH
PRGA.

3.3.1. PV HUjeBU LUKIYCH

Y6p30 HakoH oOjaBibuBama anropurMa RC4 Xan ®unun (Hal Finney) [10] je otkpuo cienehe
CBOjCTBO:

Teopema 3.3.
Axoje j¢ = if + 1uSE[jS] = 1y r-roj pynnu dase PRGA, Tana Baxke cieneha Tphema:

1. HaBeneHa penaiyja BaXu y CBUM HapeIHUM pyHIama
2. ¢opmupa ce ukinyc nyxxune N(N — 1) y npocTopy crama
3. wznasHu OQJTOBU Zy 4 (N—1)) Zr+2(N-1) =+ Zr+N(N—1) CY JOOMJEHU LIUKINYKOM POTALIU]OM

nepmyTanuje SE.

onaa

1. Heka je nakoH r-te pynze gasze PRGA j¢ =if + 1 u S¢[j¢] = 1. Tana je y napennoj pynau
G _ G G _ G G[iG 11— ;G G[iG _ G G[iG] — iG _
bry1 = by +1 un Jr+1 = Jr + Sr[lr+1] =J t Sr[lr +1] =)t Sr[]r]_lr +1+ 1=
G

iy +2.
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HakoH 3aMeHe eneMeHaTa Ha To3uuMjama i U j, no6uja ce na je SC,[if +2] =1 u SE[if +
1] = SE[if + 2]. Hakne, omnoc u3mely mepmyranuje S u unmekca i U j, Koju Baxu y r-Toj
pyaau daze PRGA, Baxu um y r+l-oj pynau daze PRGA. Tume je TBpheme mokazaHo
MaTeMaTHYKOM MHIYKIH]jOM.

2.V cum pynnama dase PRGA, Bpuiu ce 3aMeHa ejleMeHaTa Koju cy Ha nosuiujama S¢[y + 1]
u S¢[y] u BpennocT 1 ce HUKIMYKY TOMEPA 3a jeJHO MECTO YAECHO Y CBAKO] PYH/IHU.

Hakon N pynau, BpeaHoct 1 ce Bpaha Ha CBOjy MOYeTHY HO3MIIH]y, @ OCTajle BPEAHOCTU Ce
UKJIAYKHE TTIOMEPAjy 3a jeaHo mMecto yineo. Hakon N-1 moHaBssama N pyHIIU, CBE BPEAHOCTH CE€
HaJla3e Ha CBOjUM IOYETHUM IO3UIMjaMa U UHACKCHU I ¥ j ©Majy TodeTHe BpenHoctu. Oparie je
JacHo Ja ce y mpocTopy cTama dpopmupa nuuxiryc ayxune N(N-1).

3. 3a ¢dukcHo i, Bpeanoct Ha mosunuju S¢[i%] ce momapba HakoH cBakux N-I1 Kopaka, JOK
speanoct S[j¢] yBek octaje 1. 360r Tora ce munekc S¢[i%] + S¢[j¢] nonaspa Ha cBakux N-1
xopaka. Kako ce cBe BpeJHOCTH NMOMepajy HUKIMYKH 32 jeHO MECTO YJIeBO, Tako N M3/Ia3HuX
OajToBa mehy kojuma cy cBaka nBa oxBojeHa N-1 pyHIOM, MPEACTaB/ba ITUKINYKA MTOMEPEHY
nepMyTanujy S.

VKonuko y HekoM cramy Baxku gaa je j& =if +1 u SE[jf] =1 Tama ce To crame Ha3uBa
®dunujeBum cramweM. Ha ocHoBy Teopeme 3.3, jacHo je na ce n3 OUHHUJEBOT CTamka HE MOXE
npehun y crame koje Huje PUHHM]EBO, HUTH C€ U3 CTama Koje Huje DuHujeBo Moxe mpehu y
cTame Koje jecte dunujeBo. L{ukimyc y mpocTopy crama Koju ce popMupa Ha 0Baj HAUWH HA3WBa
ce ®UHMjeBUM IIUKJIYCOM.

3axBaspyjyhn wuHMnmjanuzaumju [ = j = 0 npe mnpBe pynae PRGA, uzbernyra je mnojaBa
OdunujeBux 1ukiyca npuiaukoM pama RC4. CamuMm TUM W30erHYTH Cy W 030MJbHU HEIOCTAIH
Koju OM ce TOojaBWJIM Yy TICEyIOCIydajHOM HHU3Yy 0ajToBa Koju TeHepuine anroputam RC4.
MelyTtumM, 0BO CBOjCTBO OTBapa MUTAE Ja JIM CE MOTY MOjaBUTH HEKU JPYTU KPATKU LUKIYCH Y
okBHpy (aze PRGA. 3a caia mocTojame TakBUX IUKIIyca HHje MO3HATO.
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4.0co06MHe U3/1a3HOTI HU3a reHeparopa RC4

Y oBOM mornaB/by MNpHKa3yjy C€ OCOOMHE H3Ja3HOI HHU3a TeHeparopa anroputma RC4.
W3noxena cBojcTBa Cy OpraHW30BaHa y JBa OJieJbKa. Y NMPBOM OJEJbKY Cy HaBEJCHa CBOjCTBA
KOja ce OJHOCE Ha MpBH 0ajT WM3JIa3HOT HM3a, JIOK CE CBOJCTBA YH]H j€ Tperjea JAaT y APYroM
0JIeJbKY OJHOCE Ha cBe 0ajTOBE M3IIa3HOT HU3a, MOYEB OJ MpBor Oajtra. CBa TBphema Koja cy
HaBEJICHAa Y OBOM IIOIJIaBJbY HallMCaHa Cy Ha OCHOBY YETBPTOT IOIJIaBJba y JIMTEpaTypH [1].

4.1. Oco6uHe Koje ce 0AHOCe HA IIPBH 0ajT U3/JIa3HOT HU3A

VY onespky 4.1.1. U3510K€HA Cy CBOJCTBA KOja Ce OAHOCE Ha YCIOBJHEHOCT MPBOT U3NA3HOT 0ajTa
MepMyTamujoM S, 10K ¢y y oAesbKy 4.1.2. n310eHa CBOjCTBa KOja c€ OHOCE Ha YCIOBJHEHOCT

MIPBOT U3J1a3HOT 0ajTa KIby4YeM.

4.1.1. Yc/10B/b€HOCT NPBOT U3J/Ia3HOT 6ajTa MepMyTaLnujoM S

Bpennoct wHmekca f; Ha OCHOBY Kora ce ao0OWja TIpBU HW3JIa3HW 0ajT Z; HEMa PaBHOMEPHY
pacnoneny BepoBaTHohe. BepoBaTHoha na je t; = 2 je roToBO ABOCTpYKO Beha, HEero jaa WHAEKC t;
y3uma OUJI0 KOjy Apyry BpeaHocT. @opMaaHo pedeHo:

Teopema 4.1.

AKO ce TIpeTIoCcTaBH Ja je nmepmyranuja Se¢, mooujena nocie daze KSA, ciydajuo ogabpana u3
CKyma cBHX MOryhux mepmyramnuja Zy ca paBHOMEPHOM pacrojieJioM BepoBaTHOha, Tama je
pacmojienia BepoBaTHOhe MHIEKca t7, HA OCHOBY Kora ce ojipelyyje mpBu u3lia3Hu 0ajT

(1
N 3a HEIIapHO X;
1 2
P(ty =x) = 5 N NIN-1 3a MapHoO X # 2;
2 1
L N—m 3ax = 2.
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Joka3s

Y npBoj pyaau PRGA i;¢ mocrtaje 1, a j;¢ mobuja BpemHocT Sp¢[1]. Hakon 3aMeHe eeMenaTa Ha
no3unujama I u j nobuja ce:

SE1i€1 = s1if1 = s§[s€ Ml

SfUT] = Sslif] = Sgl1l.

Axo je SF[jf] = 1 tamaje u S§[1] = 1 jep je SF[] = S§[1]. Uz S&[1] = 1 u cBojcTBa PRGA
na je j¢ =S§[1] cnenu na je j& =1, a Ha ocHoBy monasue unmennue 12 je SY[if] =1 u
pesynTara W3 IpeTXOJHOT Kopaka gobwmja ce na je SE[1] = 1. Hajsax je u SE[if] =1 jep je
G

iy = 1.

Kako je
1 .
( N akojeu=1uv =1,
crc oG 0, akojeu #luv =1;
P(51[11]=u'51[]1]=17)={ 0, akojeu#luv=u;
{ 1
—_— VMHaue.
N(N-1)’

pacrionena BepoBaTHohe 3a ungekc t; = SP[if] + SE[jf] moxe ce mspauynatu Ha cnenehu
HAYKH:

® 33 HCHIApHO X.

N-1
P(ty=x) = ) PSS = w581l =N —v+20) =(N = 1)

v=0
v¥#1

1

‘N(N—-1) N°

® 33 MapHO X #* 2:

N-1
P(ty=x) = ) PEIfI= vl =N-v+x) =N -3)

v=0
X N+x
2" 2

‘NN -1)

v¥1
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1 2
N N(N-1)°

e 3ax=2:

N-1
P(t =) = PGSEUS1 = LSS = D+ ) P(SES] =, ST = N —v+2) =
1 1 2N -3 2 1
—+(N-2)- = _———,
N N(N —-1) N(N—-1) N NN-1)
]
4.1.2. Yc/10B/b€HOCT NPBOT U3J/Ia3HOT 6ajTa K/by4eM

[IpBu n3ma3Hu 6ajT YCIOBJBEH je ca mpBa TpU OajTa KJbyda. OBy YCIOBJHEHOCT MPBH j€ OTKPUO
Pyc [6].

Panu kpaher u jenHOCTaBHH]ET 3amuca yBEIMMO O3HAKY @y , NeuHNCaHy Ha cieachy HaunH

N—-1\" 1 1 1
s () (-5-w)
3a ynpaBo yBeleHY O3HaKY @y, BaXKH Ja je @y ~ e 1.
Jlema 4.2.
P(SE[2] = K[0] + K[1] + K[2] +3) = ¢y.
Hoxkas

Hexa je f(K) = K[0] + K[1] + K[2] + 3.
U3 nocnenune 3.2, BaXu 1a je P(Sg[Z] = f(K)) ~ (%)N.

Jlokas ce MOke pa3ABOjUTH Ha JiBa Cllydaja:
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1. Axo je nocne KSA S§[2] = f(K) u ako y npememramy y npsoj pyaau PRGA ne yuecTByje
uHJeKc nBa. BepoBatHoha oBor gorahaja je

P(s§121 = £O)) - P(SG[1] # 2) = (NT_l)N (1 —%)

2. Axo je mocne dase KSA S§[2] # f(K) u axo f(K) makon npse pynae PRGA monasu Ha
TTO3MIIN]Yy ca MHIEKCOM JBa. BepoBaTHoha oBor nmorahaja je

P(s§12] # f()) - P(SE1] = F(K),S§[1] = 2) =

p(s§121= 100)-Pessi =) e =2 = (1- (M) )

Cabupamem 1006MjeHnX BepoBaTHONA 100H]ja ce 11a je

(s = 00) = (457) (1) =

TeopeMa 4.3.

3a mpou3BOJbaH TAJHH KJbYY, Be3a u3Mel)y 0ajToBa TajHOT KJbyda W MPBOT U3JIa3HOT OajTa JaTa je
n3pa3oM

P(z; = K[0] + K[1] + K[2] + 3) z%(l + op).
AOK33
Heka je: f(K) = K[0] + K[1] + K[2] + 3

Onpa je:

N-
P(Z1=f(K))=P(S1G[t1 = f(K) =Z P(t; =x) - P(S7[t1] = fF(K)|ty = x) =
_1 =

P(t; = x) - P(SF[x] = f(K)) =

0

=

=
1]
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N-1

Pt =2)-P(SF121 = fO) + ) Pt =) P(SFx] = O)) +

+ ) Pt =0 P(SElx] = £())

HemnapHo

Ha ocHoBy Teopeme 4.1:

Pz = 100) = (%_ﬁ»P(Sf[Z] = f(K)) +
Lint ) =
* ; (N_N(N—1)>'P(Slc[x] =f(K)) + XZ; N'P(Sf[X] =f(K)) =1,

rze je o3Haka [ yBesieHa 300T jeTHOCTaBHOCTH.

Ha ocropy mmserme 1a je ~ (;_1) <<% crien na je:

I~ = p(SEL21 = £(0) + NZ - P(sFIx = £(K)) + NZ - p(sEl = () =
e P(sF121 = £(0) + - P(SEL2] = £(K0)) + NZ - P(SE = £(0) +

+ NZ %-P(sf[x] = f(K)) = %-P(sf [2] = £(0) +%- Zp(sf [x] = £(O)

ITocneamwu u3pas Ha OCHOBY JieMe 4.2. UMa BPEIHOCT

1

1 1
ﬁ"ﬂN"‘N—N(l"‘(PN)-

Excnepumentaniaum myrem Pyc [6] je momao 10 3akJbydka, 1a YKOJHMKO JOJATHO BaXKH Jia je
K[0] + K[1] = 0 (mod N), ycnoB/beHOCT IPBOT U3JIa3HOT 6ajTa KibydeM pacte. DopMaaHo, OBO
CBOjCTBO j€ TIPEJICTaBJLEHO HAPETHOM TEOPEMOM.
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Teopema 4.4.

Vkomuko je K[0] + K[1] = 0 (mod N), tana je Be3a usmel)y Kibyda v WHAEKca t; Ha OCHOBY
Kora ce ozpelyje npBu u3na3Hu 6ajT AaTa BEpOBATHOCHUM H3Pa30M

N
P(t; = 2|K[0] + K[1] = 0 (mod N)) > (N _ 1) .

onas
P(t; = 2|K[0] + K[1] = 0) = P(SE[if] + SE[j] = 2|K[0] + K[1] = 0) =

P(S{Lif]1 = 1,87 [jf]1 = 11 K[0] + K[1] = 0) +

N-1
+ Z P(SS[jS] = x,SS[i6] = N — x + 2 | K[0] + K[1] = 0) >
x=0
N+1

x¢1,T

> P(S{[if]1=1,S¢[jf]1 = 1| K[0] + K[1] = 0)

Kaxo je (SF[if]1 =1 ASE[j$]1 = 1) © S&[1] = 1 nocnenmu uzpas cBoau ce Ha
P(S§[1] = 1|1K[0] + K[1] = 0) = P(S§[1] = K[0] + K[1] + 1|K[0] + K[1] = 0) =

_\N
~ P(S¢[1] = K[0] + K[1] + 1) = (%) (1a ocHoBy nocnemuie 3.2, 1.)

Teopema 4.5.

Vkomuko je K[0] + K[1] = 0 (mod N), tana je Be3a usmel)y Kibyda M pBOI M3Ia3HOr Oajra
J1aTa BEpOBATHOCHHMM HM3Pa30M

4N
P(z, = K[2] + 3|K[0] + K[1] = 0 (mod N)) > (NN 1) On-

onas

P(zy = K[2]+ 3| K[0] + K[1] =0) = P(S{[t;] = K[2] + 3| K[0] + K[1] = 0) =
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=

-1

P(t, = x | K[0] + K[1] = 0) - P(S¢[t,] = K[2] + 3 | K[0] + K[1] = 0,¢, = x) =

= R
o
R O

P(t; = x | K[0] + K[1] = 0) - P(S¢[x] = K[2] + 3 | K[0] + K[1] = 0) >

=
1]

P(t; =2 | K[0]+ K[1] = 0)- P(Sf[2] = K[2] + 3 | K[0] + K[1] = 0) =

\%

P(t; = 2| K[0] + K[1] = 0) - P(SS[2] = K[0] + K[1] + K[2] + 3 | K[0] + K[1] = 0)
~ P(t; = 2| K[0] + K[1] = 0) - P(SF[2] = K[0] + K[1] + K[2] + 3) ~ (%)N On

(mocnenmwa jeAHaKocT A00uja ce Ha OCHOBY Teopeme 4.4. u ieme 4.2.)

~
=
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4.2. Oco6MHe Koje ce 0AHOCe Ha CBe 0ajTOoBe U3J/Ia3HOT HU3a

VY onespky 4.2.1. uznoxene cy [leHKnHCOHOBa TeopemMa W HBEHA MOCIEauIla, 0K CE OJeJbaK
4.2.2. omHOCH Ha HU3 BPEAHOCT Y Y OKBHpPY (aze PRGA.

4.2.1. IleHKuHCOBaA Teopema

[lenkuHCOBa TeopeMa je jeHa o HajBaxkHUJUX cimabocT PRGA.

Teopema 4.6. (IleHKkuHCOBA)

VY r-toj pynau PRGA, r > 1, Baxu

=Z|

P(STG[]TG]Z if—zr)zp(STG[if]z jf—ZT) =

Joka3s

2

Jlokxazahemo ma je P(SE[jf] = if —z,) = ~., JOK ce Joka3 1a je P(SEfil) = jE —z) =~

2
N
HU3BOAMW aHAJIOTHO.

Jlokas ce MOKe MOJICTTUTH Ha JIBa cllydaja:
1. acoje if = SE[i¢] +SELE)
zy & SE[SE[IE] + SF[iF]] = SELif] = if — SF[jF]

Jorahaj if = SE[i&] + SE[j¢] jamsma ce ca BepoBaTHOhOM ~ » 110K ce joraljaj SEiE] = i¢ -z,

jaBsba ca BepoBaTHohoMm 1.

. . 1 1
Opnatiie cneau na je BepoBaTHOha OBOT Cllydaja v 1= "
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2. axojeil # SE[if] + SE[jC]

. . G - N-— R .
Jorahaj i% # SE[i¢] + SE[j€] jasma ce ca BepoBaTHOhOM Tl , oK ce porahaj S¢[j¢] = if —

. 1
Z, jaBJba ca BEpOBaTHONOM I

. . N-1 1 N-1
Opnatiie crien Aa je BepoBaTHOha oBOT citydaja v

CabupameM BepoBaTHOha u3pauyHaTux y 1. u 2. ciaydajy nobuja ce aa je

T 2 1 2
P(SEjf] = if — z,) "N NN
]
IMocneauna 4.7.
2
P(z, =7 —SE | [r]) = N’ 3a r>1.
Hoxkas
Kako je y r-toj pynau i = r Ha ocHOBY TeopeMe 4.6. Baxu ja je
2
Pz =r=SiiFD~5,  sarzl
Ha ocroBy nmpememrama y r-1oj pyamu, SE[j¢] mobuja spemnoct SE_,[r]. Onatne je
2
P(z, =7 —SE [r]D ~ N 3ar = 1.
]

4.2.2. Hu3 BpeaHocTu MHAeKca j y ¢asu PRGA

AKko ce mocmaTpa jenan kopak Tokom ¢aze PRGA, tana je:

i'“=i"+1

j'¢ =%+ SCLi% +1],
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raecy i’ u j'¢ Bpemnoctu y HapenHoj pyHau PRGA.
AKko cy u u v nepuHucanu Ha cienehu HaunH

u % §6[§'6] = SO[iS + 1]

v & SG['6] = SC[% + u],
Taza je nocne 3amene SC[j¢ +u] =uwn SC[i¢ + 1] = v, a uznasuu Gajr z = S[u + v].
Hexka je Y (i%,j%, z) 6poj nepmyTanuja on ykynaux N! nepmyranuja ckyna Zy = {0, ..., N — 1},
TaKBUX J1a j€ 3a JaTe BPEIHOCTH i%wu j G W3ma3 HAKOH jenuor kopaka PRGA 6amr z. Taga Baxu
cnenehe cBOjCTBO:
Teopema 4.8.
Hexka je N mapuo. Tana Baxu:

1. Axo je i mapHo, Taza je

. _((N=D!=(N-=2), akojez = jS;
Yas,j 2 = {(N — 1)1+ 2(N =3)!, HHave.

iG+1 G+ N+1 .
o o> Tamaje

2. Axoje i’ memapuou j¢ =

2(N—-1D!—(N-2)!, akojez = j5;
G N
Y% j%2) ={ (N—1)!=2(N =2)!, aKoje z = jG+E;
(N=D!'—=(N-=2)+2(N-3)!, HHavye.
. .G ¢ L 1941 i N+1 .
3. Axo je [” HenapHO n j© # ——,————, Tanaje
o N-1)!'—-(N-2)!4+2(N-3)!, akoje z = h;
(i, 6, 7) = {( M= )+ 2( ) j ’
(N—-1D!'+4(N -3)!, HHavye.

-G .G
. . G U+l iT+N+1
rac je h= ]G, lG +1 —]G,T T

)
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Jlokas HaBeICHOT CBOjCTBA c€ MOKe MpoHahu y nuTeparypH [5].

[Mocneauna 4.9.

[Tox mpeTnocTaBKOM J1a je cBaka O] MepMyTallfja U3 cKymna Zn nojjenHako Moryha mpen cBaku
kopak PRGA, Baxxe cneneha TBphema:

.G _ .G : 1 1
1. P(j°=12z]i ]eHenapHo)2E+F

. G 11
2. POGZleG]eHapHO)SN—F

G _ _ G _2 1
3. P(j"=2z|2z=i +1)—N+N(N_1).

Jokas

1. P(j¢ =z|i%jenenapuo) = Y,,P(G¢ =m)P(z=m|j¢ =m, i° je HenapHo)

Ha ocnoBy nperxoane Teopeme (IpBU cliy4aj y 2. v 3.) 3aKJbydyje C€ Jla IPETXOAHHN U3pa3 UMa
BpPEIHOCT

1 2(N = 1)! — (N = 2)! (N=1!=(N=2)l+2(N -3)\
7?(2' N! =2 N! )‘
12 1 2 1 1
SN M TN T M- D SN TN

2. U3 1. nena oBe Teopeme Baxkw na je P(j¢ = z | i je HemapHO) > %+ %
Beposarnoha za je P(j¢ = z | i je mapno) = 1 — P(j° = z | i je HenapHo).
1

o G 1
Opnatie cnenu 1a je P(j° = z | i je mapno) < i

= Pl
- iG+1
P(z= 7 )
Ha ocHoBy npeTxoanHe Teopeme (IpBOT cirydaja y 2.) noduja ce aa je

i“+1 1 2(N-1!-(N-2)!
2 )TN N!

i+1
2

3. P(j=z|z=

P(j=z|z=
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Takohe Ha OCHOBY MPETXOHE TeOpeMe (IPYyrorT ciiydaja y 2. ¥ IPBOT ciydaja y 1.) Baxku 1a je

C(N-1)I=(N-2)!+3(N-3)!

iG+1 1 2(N=D!-(N=2)! (N=1)!-2(N=2)!
Ple=57) =i+ (- Ta—
0 i P(j% =z | _ iS4y 2 1
natie je =zl|lz=—— )—N NA-D"
G
JTokas n1a je p(]'G =z|z= - +;v+1) = %— NO-D) C€ U3BOJU aHAJIOTHO.
.G .G
Axo je nato 2z = i% + 1 (mod N) norahaju z = % M oz=- +;V+1 Cy jeTHaKO BEpOBAaTHH, YUME

j€ ToKa3 3aBpIIicH.

AKo ce pa3Marpajy JBa y3acTomHa kopaka Tokom ¢aze PRGA momas3u ce 10 3akjbydka 1a HHIECKC
jE., 3aBucu ox mHgeKca jC.

Jlema 4.10.

3a cBako r = 0 cienehe jeqHAKOCTH Cy €KBHBAJICHTHE:

L SE[if] = if —jf +2

2. er+1 =i +2

3. jiv2 = 2jfe —JF
onas

Jlokas na cy mpBe JIB€ JeTHAKOCTH €KBUBAJICHTHE U3BOH CE Y JIBA KOpakKa.

Hajnpe ce nokasyje na 1. = 2, anoromu aa 2. = 1.
Ha ocHoBy cBojctaBa aze PRGA s3axbyuyje ce ma je j&, = j¢ + SE[if,,], a Ha ocHOBY
nocrapke Teopeme Baxu naje SC[if, ;] =if —j¢ + 2.

Opnatiie ce 3amenom SP[if, ;] y npBoj jexnakoctu no6uja na je
Jren =Jf I —JF 2 =07 + 2.

AHaIIOTHO ce M3BOM JI0KA3 Y IPYTOM CMepy.
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Jlokas na cy npyra u Tpeha jeqHakocT eKBUBaJeHTHE Takohe ce U3BOAM Y JBa KOpakKa.

Hajmpe ce nokazyje na 2. = 3, amoromu 1a 3. = 2.
Ha ocroBy cBojcraBa ¢ase PRGA je j&., = )%, +S& [i%,] = j& +SE[if +2], a na
OCHOBY IocTaBKe TeopeMme je jiy; = if + 2.

Opartie ce 3aMeHoM (¢ + 2y IIpBOj jeIHAKOCTH J00uja
er+2 = er+1 + SrG+1[j$+1] = er+1 +Sf [irG+1] = er+1 + (irG+1 —Jji) = 2]'rG+1 —Jjf.
AHaJNOrHO ce U3BOJM JI0Ka3 y APYroM cMmepy.

Ha ocHOBY mpeTXoHO HaBeICHE JieMe U3BOIH ce ciieacha Teopema.

TeopeMma 4.11.

2
, r=0.

P(fya =2if +4—jf) =1

onaa

Jlorahaj j&,, = 2i% + 4 — j¢ moxe na ce omurpa Ha BA HAYMHA:

1. axoje SE[if ] = i —jf+2

Tana je Ha OCHOBY MPETXOIHE JIEMe
Jivz = 2fe —Jf =20 +2) —jF = 2if +4—jf.

1

Beposatnoha osor gena je P(S¢[i%,] = if —jS+2) = ~

2. axoje SE[i%.,] # if —j¢ + 2, anu je 360r cnyyajue pacnogene ji,, = 2i¢ + 4 — jE¢

U3 nperxomgne meme SE[i% ] # i$—jf+2 = jC, #2j%,—j¢ Ha ocmoBy tora jS,,
MOXE y3eTH OHMIIO KOjy o1 peoctanux N-1 BpeIHOCTH.

Opnatnie ce noOuja na je BepoBaTHOha OBOT 1ea
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. G . 1 1 1 1
P(SEifq] # if —]7«G+2)-m:<1__)._:ﬁ.

CabupameM n00HjeHNX BepoBaTHONhA 100M]ja ce n1a je

2
P(jf+2=2if+4—jf)=ﬁ, r=0.

|
Teopema 4.12.
.G .G .G .G 2
P(]r+2 =Ly tr _]r)zﬁl r=0.
Jokas
Jorahaj (¢, =if,, +jC, —j&) Moxe ce omurpaTu Ha JBa HAUMHA:
1. axoje j¢, =if + 2, tana je Ha ocHoBy neme 4.10.
Jraz = 2o —JF = Jrea + (@7 +2) =7
Beposarnoha oBor ciydajaje P(j¢, =if +2) = %
2. axoje ji., # if + 2, amm je 360r ciydajue pacrnogene jo., = il,, +ji —jE
Beposarnoha osor ciyuajaje P(j¢, =il +jC, —jf|ji, # il +2) = (1 — %) - ﬁ
CabupameM npeTxoaHo 1o0ujeHnx BepoBaTHoha nobuja ce aa je
G G G e 2
P(]r+2 =Lr+2+]r+1_]r) =N: r=0.
|
IMocneauna 4.13.
G _ G G 1iG Z
Py = ir42 — Siy2lirs2]) = N’ r=0.
|
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Teopema 4.14.

. 1 2
P(Zy 4o =]TG)zN<1+N), r=0.

Jokas

Jlorahaj (z,4, = j&) MoOXe ce oUTpaTH Ha JBAa HAYNHA:

. _ G G riG G _ G G riG
1. axoje zyip = ifyo = Sry2lrse] ¥ Jr = G2 — SPy2Uirse]
Tana je Ha ocHOBY Teopeme 4.6. u nocneauiie 4.13. BepoBaTHOha OBOT ciyyaja:

2 2 4

N N N2’

2. aKoje Zpyp * iCy, — SE,[iE, 5], anu je 360r caydajHe pacnonene z,,, = jC.

Tana je BepoBaTHOha oBoOT cityuaja (1 — %) . %

CabupameM n00MjeHNX BepoBaTHONhA 100M]ja ce n1a je

_G 4 2y 1 1 2 1 2
PGra =30 =gt (1-5) =y v —w (1+7)
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5.Pe3ysiTaTu cumMmyJianuje

Y oBOM MoOrIaB/by NpHKa3yje Ce Mporpam KOjH je KOPUIINEH 3a €KCIEePUMEHTAIHYy MPOBEPY
TBphema MpHuKa3zaHuX y MPETXOJHOM IOIJIaBJby, Ka0 M aHaIW3a J00HMjeHuX pesyaTara. Behunna
TBphewa U3IOKEHUX y pangy naajy npubmmxae BepoBarHohe. Llusb oBor moriaBma je
CIpOBOhEHE CTAaTUCTMYKUX TECTOBA KOjUMa OM ce MPOBEPHIJIO Ja JIM TOCTOje CTAaTHUCTUYKH
3Ha4yajHa OJACTYyNama O] NPUOTMKHUX BPEIHOCTH MNapamerapa U3 TBphema y NPeTXOJAHOM
HIOTJIaBJBY.

5.1. IIporpamMcka peasimsanuja

[Iporpam kopumniheH 3a MpakTUYHY MPOBEPY pe3yJiTaTa U3BEICHUX TEOPHjCKUM IyTEM CacTOjU
CE U3 TPH JIOTHYKE IICITHHE.

[IpBy nenunHy npeacraBibajy GyHKIH]E KOj€ CUMYJINPA]y paJ OCHOBHHX KOMIIOHEHTH aJITOPUTMA
RC4 — ¢azy KSA u ¢a3zy PRGA. lpyry uenuny unHe QyHKIH]jE KOje UMajy yJIOTY Y T€HEpUCAbY
W TpONIMpHUBABKy CIIYy4ajHUX KJbydeBa HAMEHECHHX 3a cHUMyJlanujy paaa aiaroputma RC4.
[Tocnenmwy nenuny ynHe (yHKIHjE YMja je yJiora reHepucame pe3yirara, Kao U oHe (QyHKIIHje
KOj€ IMMOMaXKy MpY KaCHH]0] aHAIM3U JOOH]CHHUX pe3yJiTara.

[Tporpam ce mokpehe ca ynanpen 3agatum 6pojem m € {10000,20000,40000,80000}, rone m
npeAcTaB/ba Opoj KJbydeBa KOjH C€ TeHepHIlny. Y cBakoj oa (yHKIHMja Ha OCHOBY KOJHX C€
no0ujajy eKCIIepUMEHTATHN Pe3yJTaTH, TCHEpHUIe ce 3a/1aTh Opoj KJby4eBa, ca CBAKUM OJI TUX
KJbyueBa ce mokpeHe anroputam RC4 m moToMm ce mpoBepaBa KOJHMKH OpoOj TEHEpHUCAHUX
KJbydeBa 3a10BOJbaBa CBOjCTBO Koje ce ucnuryje. OBaj mpoliiec npeacTaBiba je1aH eKCIIEPUMEHT.

CxonHo ToMe, jemaH excriepuMeHT (y o3Haiu X) ca m KJby4eBa MOKEMO IOCMAaTpaTH Kao HU3
He3aBUCHHX naorahaja Iy, ... [,,, mpu yemy cBaku ox gorahaja y3uma wiM BpeaHocT 1 y ciydajy
ycnexa uian BpeanocT 0 y ciydajy Heycnexa. CMarpa ce na je gorahaj I; OKOHYaH yCrexom, aKko
je HakoH nokpetama anroputma RC4 yctaHOBIbEHO /12 je 3a Kiby4 Ki 337J0BOJbEHO CBOjCTBO KOj€
ce ucnutyje. M3 mpeTxoqHo U3JI0KEHOT, JaCHO je /1a eKCIIepUMEHT X mpejcTaBiba Opoj YCHEelHO
peanu3oBaHux norahaja mehy norahajuma I, ... Ip,.

Axo [; y3uma BpemHocT 1 ca Hekom BepoBaTHoOhoMm p, oHma I; y3uma BpemHoct 0 ca
BepoBaTHOhOM g, Te je g = 1 — p.
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Jaxne, BepoBaTHOoha norahaja I; je

0 1
Ii: (1_p p)-

Ha ocHoBy Tora ouekuBame norahaja I; je

E(L) = p,

JIOK j€ HeroBa JAucrep3uja

D) = E(I}) —EUD* =p —p? =p(1 —p).
OuekuBame 30Upa jeJHaKO je 30Upy OYeKUBamba

m

E(X)=E (Z 1i> — E() + -+ E(,) = mp,

1

a 3 YumeHuIle na cy norahaju I, ... I,,, He3aBUCHHU, CICIH 1A j&

m

D(X) =D (Z 1i> = D(Iy) + -+ D(I,,) = mp(1 —p).

1
Excnepument X uma 6MHOMHY pacnofeny B(m, p), koja ce MOXKe apOKCUMHPATH HOPMATHOM

pacnogenom N(u,02), tnejeu = E(X) u o = /D(X).

Pacnionena N(u,02) ce cBogu Ha HopMmanny N(0,1) pacnoneny TpanchopMmanujoMm y z-
BpPEIHOCT, T/IC j€

Heka je 3a ¢ukcupano m, excnepumenT X usBpmeH n = 10000 nmyra u Heka Cy peanu3aiuje
EKCIIEPUMEHTA PEJIOM X1, ..., X, . PE3yATaTH peanusannje eKCepuMenTa, X, ..., X,, Ha3uBajy ce
tectoM. Tect mmMa OMHOMHY pacmogeny B(m,p), Koja ce MOXe anpOKCHMHUPATH HOPMATHOM
pacnozenom N(u, 02), rae je

_x1+-"+xn

H= n

1
o= ;Z:lzl(xl - nu’)z )
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an " X; IpeJCTaBbajy BEIMUUHY y30pKa U [-TH €IEMEHT y Y30pKY.

. . 2
Y oBOM cnyyajy ce Ha OCHOBY J0OMjeHHMX pe3yiTara, cupoBolemeM [lupconoBor )~ Tecra,
npoBepaBa xunore3za Ho a ce pesynraru 100ujeHu eKCriepUMEHTATHUM IIyTeM UMajy OMHOMHY
B(m, p) pacnoneny.

Heka je
L 2
42 = z : (M — npy)
n — )
= npg

raejen = 50 unp, = 5. bpoj n npencrasiba BeIUMUKHY Y30pKa, [ 6poj kateropuja, M) 6poj
y30paka y k-Toj KaTeropuju, a p; BepoBatHohy y k-toj kareropuju. Xumnoresa Ho ce onbaiyje
aKo BaXKH J1a je

1
(M), — npy)?

Z T > Xi-1a

k=1 k

I'JI€ CE BPEIHOCT )(12_1‘0( no0uja ounTaBameM U3 oaroBapajyhe craTuctuuke Tabauie.

VY cnywajy ma ce BpIIM caMO jeHO HM3BOhEHE eKCIEepPUMEHTA, MPHJIMKOM aHalM3e JTOOW]jeHUX
pe3yaTara KOpUCTH Ce YMI-EHHIA Ja OKo 95% pesynrara 3a z-BpeAHOCT Tpeba Aa mpumana
UHTEpBaNy [-2,2].
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5.2. AHa/iM3a A00UjeHUX pe3yJiTaTa

VY oxespky 5.2.1. mpuKa3aHu cy pe3yJsiTaTu TecTupama TeopeMe 4.3, 10k Cy y oeJbKy 5.2.2.
W3JI0’KEHM pe3ysTaTh TecTupama teopeme 4.1, teopeme 4.6. (IleHknHCcOBa Teopema) U TeopeMe
4.14.

5.2.1. IIpoBepa yc/JOB/b€HOCTHU NPBOT U3/Ia3HOT 6ajTa K/by4yeM

ITpoBepa ycaoBIbHOCTH MPBOT U3NIA3HOT 0ajTa KJbydeM CIIPOBE/ICHA j€ TeCTUpameM Teopeme 4.3.
Tectupame je cripoBeaero ca m € {10000,20000,40000, 80000} kpydeBa. 3a cCBaku 0O/ OBUX
tectoBa cripoBoau ce n = 10000 excniepumeHnara.

Y 0BOM ciyuajy, IIpoBepa KoOMjeHNX pe3yirara, Bpimd ce crposohemem [TupcoHoBor ¥ Tecta.
Pesynratu ekcnepuMmeHnara cy MOJEJbeHHM Yy KaTeropvje, Tako Ja Yy CBaKOj Karteropwju Oyue
MpUOMKHO jeqHak Opoj enemeHata OmHOMHE pacrozene B(m,p). Iloxena ucxoga OMHOMHUX
pacnogena B(10000,p) u B(20000,p) usBpiieHa je Ha 7 Kareropuja, JOK je mojela MCXoza
ounomuux pacrnozena B(40000,p) u B(80000, p) usspiieHa Ha 8 kareropuja. BepoBarHoha p
y OMHOMHO] pacmojienu 1o00ujeHa je Ha OCHOBY Teopeme 4.3.

Xumnore3za Ho je Tectupana ca mparom 3Hadajuoctd @ = 0.05, 32 K0Ojy ce rpaHUYHA BPEIHOCT
OUYHWTaBa U3 HapeIHE TaOIHIIe.

CTEeleHHn 1=0.05

cjodone
1 3.84
2 5.99
3 7.81
4 9.49
5 11.07
6 12.59
7 14.07

JloOujeHn pe3ynratu mprKa3aHu Cy HapeaHuM rpadukonnMa u tabenama. Hajmpe cy mznoxxeHu
pesyaratu 3a m = 10000 k/pyuyeBa, a TOTOM M 32 OCTaJll€  BPEIHOCTH
m € {20000,40000,80000}.
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V HapenHOj Ta0Oeny MpUKa3aHe Cy eKCIepHMEHTAHE U OYEKHBaHE BPEAHOCTH BepoBaTHohe p 3a

CBC CITPOBCACHC TCCTOBC.

10000 20000 40000 80000
Tecr 1 0.005216 0.005217 0.005217 0.005219
Tect 2 0.005208 0.005213 0.005221 0.005218
OuexknBaHa 0.005345
BPEJIHOCT
Cnuka 1. Xuctorpamum aBa pasamnymta tecta ca 10000 k/byyesa
700
600
500
\ e——TecT 1
400

/ \\ e TECT 2
300 /
200 /
100

25 30 35 40 45 50 55 60 65 70 75 80

Ha cimumm 1 mpeacraB/beHH Cy XMCTOTpaMHM 3a JBa pa3inuuTa ciiydajHa tecta ca m = 10000
KJbydeBa. [IpukazaHu XUCTOrpaMu MpPENCTaBJbajy pacHojieNny BPEIHOCTH eKCIepuMeHTa X Yy
OKBHPY JETHOT TECTa.
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BepoBatHoha ma ;=

10000

X; TIpUnajga oapeheHoM uHTepBaly, Opoj OUYEKMBAHUX IMOroJaKa Mo

HWHTEpBay, Kao U pe3yiararu [IupconoBor x2 tecta crnposeaeHor ca 10000 kibydeBa npuKa3zaHu
Cy HapeaHOM TabeoMm.

2
Kareropuja | Uatepsanl | P(z € I) npy M, (M, — npy)* %
k

1 <44 0.144 1440 1430 100 0.069444

2 [45, 47] 0.115 1150 1209 3481 3.026957

3 [48, 50] 0.150 1500 1543 1849 1.232667

4 [51, 53] 0.165 1650 1626 576 0.349091

5 [54, 56] 0.153 1530 1462 4624 3.022222

6 [57, 60] 0.150 1500 1498 4 0.002667

7 >61 0.123 1230 1232 4 0.003252
7.706299

Pesynratu nmoHoBsbeHOT TecTupama ca 10000 kipyyeBa 100Mjajy ce MOCTYNKOM MpPUKAa3aHUM Y

IPETX0/IHO] Tabesu, a BpeJHOCT )2 3a 0Baj TecT u3Hocu 6.194857.

450

Cnuka 2. Xuctorpamum gsa pasnmymra tecta ca 20000 K/byyesa

400

350

300

A

250

200

150

100

50

P
LISL UL UL L L L L L LU LU L N N D

70 75 80 85 90 95 100 105 110 115 120 125 130 135 140 145

Tect 1

e TecT 2

Ha cnunum 2 npezacraB/beHH Cy XMCTOTPaMH 3a JIBa pa3jiiMuyuTa ciy4ajHa tecta ca m = 20000

KJbydeBa. [IpuKazaHu XUCTOTpaMH MPEICTaBIbajy PACIOAeNy BPEIHOCTH EKCIIepuMeHTa X y
OKBHPY JETHOT TECTa.

34




Pesyntatu mpBor tecra ca 20000 kibyueBa MpruKa3zaHu Cy HAPETHOM TaOEIIOM.

2
Kareropuja | Untepsanl | P(z€ 1) npy M, (M, — npy)* %
k

1 <93 0.144 1440 1385 3025 2.100694

2 [94, 98] 0.139 1390 1462 5184 3.729496

3 [99, 102] 0.145 1450 1517 4489 3.095862

4 [103, 106] 0.156 1560 1552 64 0.041026

5 [107, 110] 0.143 1430 1410 400 0.279720

6 [111, 115] 0.136 1360 1339 441 0.324265

7 >116 0.137 1370 1335 1225 0.894161
10.46522

Bpennoct y2 3a apyru tect ca 20000 k/byuesa je 12.54346.

Cnuka 3. Xuctorpamum gsa pasnmymra tecta ca 40000 k/byyesa

350

300

250

v‘
[ e TecT 1
M e TECT 2

200

150

100

50

160 170 180 190 200 210 220 230 240 250

Ha cnunum 3 mpezacraBibeHH Cy XHCTOTPaMH 3a JIBa pa3jiiMuyuTa ciy4ajHa tecta ca m = 40000
KJbydeBa. [IpuKazaHu XUCTOTpaMM MpPEICTaBJbajy PacloeNy BPEIHOCTH eKclepuMeHTa X y
OKBHUDY jEHOT TeCTa.

Pesynrtatu npsor tecta ca 40000 kbydyeBa mprUKa3aHu Cy HApeIHOM TaOEIOM.
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M, — 2
Karteropuja | UutepBanl | P(z € I) np; M, (M}, — np,,)? M
npg
1 <192 0,131 1310 1294 256 0.19542
2 [193, 198] 0.109 1090 1121 961 0.881651
3 [199, 203] 0.120 1200 1241 1681 1.400833
4 [204, 208] 0.136 1360 1317 1849 1.359559
5 [209, 213] 0.136 1360 1367 49 0.036029
6 [214, 218] 0.121 1210 1227 289 0.238843
7 [219, 225] 0.126 1260 1236 576 0.457143
8 > 226 0.121 1210 1197 169 0.139669
4.709148
Bpennoct y2 3a apyru tect ca 40000 k/byuesa je 8.334824.
Cnuka 4. Xuctorpamum gsa pasnmymra tecta ca 80000 K/byyesa
250
200
150 Tect 1
e TecT 2

100

50

0
360

370

380 390 400 410 420 430 440 450 460

Ha cnumnm 4 mpencTaB/beHU Cy XHCTOTpPaMH 3a JiBa pa3inyuTa ciydajHa Tecra ca m = 80000
KbydeBa. [IpukasaHu XUCTOTpaMU MPENCTaBIbajy PACHoOJENy BPEIHOCTH EKCIepuMeHTa X y
OKBHUDY jEHOT TeCTa.

Pesynraru mpBor Tecta cpoBeneHor ca 80000 kJbydeBa MpUKa3aHu Cy Y HAPEIHO] TaOelu.
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(My, — npy,)*

Kareropuja | Uurepsanl | P(z € I) npy M, (M, — npy)* -
k

1 <393 0,119 1190 1167 529 0.444538
2 [394, 402] 0.112 1120 1133 169 0.150893
3 [403, 409] 0.116 1160 1127 1089 0.938793
4 [410, 415] 0.114 1140 1177 1369 1.200877
5 [416, 421] 0.116 1160 1173 169 0.14569
6 [422, 428] 0.128 1280 1333 2809 2.194531
7 [429, 437] 0.132 1320 1303 289 0.218939
8 > 438 0.163 1630 1587 1849 1.134356

6.428617

Bpennoct y2 3a apyru tect ca 80000 k/byuesa je 6.646295.

Ha oCHOBY I0OHjeHHX pe3ylTara 3aKkibydyje ce Ja TECTHPAHH Y30pILH Imponase [IMpcoHOB )

TCCT.
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5.2.2. Tectupame Teopema 4.1, 4.6. u 4.14.

Tectupame ocramux cBojcraBa Takohe ce Bpmm ca mo 10000, 20000, 40000 omrocHo 80000
KJby4deBa, aJi ce 300T cnenuduIHOCTH TBphema Koja ce poBepaBajy, CIIPOBOAN CaMo TI0 jeaaH
excriepuMeHT. 13 pesynrara ekcriepuMenTa ce 100uja BepoBaTHoha Ha OCHOBY KoOje ce padyHa Z-
BPEIIHOCT, a JOOMjEHHU pe3yNATaTh Cy IpUKa3aHu TabeslapHo.

Ha oBaj naumn Tectupana cy cieneha cBojcrana:

¢ 3aBHCHOCT IPBOT U3Ja3HOT 0ajTa oX mepmyTanuje S - reopema 4.1.
¢ JleHkuHCOHOBA TeOpeMa - Teopema 4.6.
® 3aBUCHOCT M3Ja3HOT 0ajTa y (r+2)-0j pyHau O]l MHIEKCA j y I-TOj pyHAH - Teopema 4.14.

Tectupama CBHX CBOjCTaBa Cy OrpaHHYEHA HA TeHEepUCcame MpBUX 128 BpeIHOCTH, IOK j& MIPBUX
10 mpukazaHo y Ttabenmama. YKOIHMKO Cy Yy30pIHM Y CKJIaay ca NIPEIBUHEHOM pacCIoeioM
BEepoOBaTHONA, OYEKMBAHO j€ J1a 0ko 5% z-BpeaHocTH Oyze BaH HHTepBaia [-2,2].

Pesynrtaru cy npukazanu y HapeIHO] TaOeIH.

3aBHCHOCT NPBOT W3J1a3HOT 0ajTa O mepMyTanuje S

n=10000 n=20000 n=40000 n=80000
z¢&(-22) 6 7 5 6
z € [—2,2] 122 121 123 122

IleHknMHCOHOBA TeopeMa

n=10000 n=20000 n=40000 n=80000
z¢(-2,2) 4 3 5 7
z €[-2,2] 124 125 123 121

3aBHCHOCT M3JIa3HOT O6ajTa y (r+2)-0j pyHau 0 HHJEKCA j Y I'-T0j PYHIH

n=10000 n=20000 n=40000 n=80000
z¢(-2,2) 3 6 4 5
z€[-2,2] 125 122 124 123

Ha ocHoBy pe3ynTara mpHKa3zaHHX y MPETXOAHO] TaOelu, MOXKe Ce 3aKJbYUUTH Ja 3ahcTa OKO

95% z-BpenHoCTH Npunaaa uHTEpBay [-2,2].
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VY HapenHoj Tabenu mpUKa3aHu Cy pe3yaTatu qo0ujeHr TecTupameM Teopeme 4.1.

X n=10000 Z-BPEAHOCT n=20000 Z-BPeIHCOT n=40000 Z-BPEAHOCT n=80000 Z-BPeIHOCT
0 32 -1.09 58 -2.22 118 -2.98 253 -3.25
1 34 -0.81 69 -1.03 173 1.34 2901 -1.22
2 70 -0.91 149 -0.56 278 -1.93 571 -2.12
3 36 -0.49 71 -0.81 151 -0.42 328 0.88
4 28 -1.73 75 -0.29 164 0.72 303 -0.40
5 28 -1.77 72 -0.69 141 -1.22 313 0.03
6 32 -1.09 79 0.17 131 -1.93 276 -1.94
7 36 -0.49 73 -0.58 149 -0.58 278 -1.96
8 29 -1.57 84 0.74 140 -1.21 316 0.34
9 39 -0.01 68 -1.15 173 1.34 291 -1.22

VY HapenHoj Tabenu MpUKa3aHu Cy pe3ysTaTu TecTupama [leHKnHCcOHOBe TeopeMe.

oajT n=10000 Z-BPEAHOCT n=20000 Z-BPEIHOCT n=40000 Z-BPEAHOCT n=80000 Z-BPEIHOCT
1 78 -0.01 164 0.62 295 -0.99 632 0.28
2 77 -0.13 169 1.02 294 -1.05 577 -1.93
3 104 2.94 171 1.18 345 1.85 636 0.44
4 75 -0.35 152 -0.34 336 1.33 629 0.16
5 88 1.12 158 0.14 323 0.60 604 -0.84
6 73 -0.58 172 1.26 285 -1.56 601 -0.96
7 76 -0.24 142 -1.14 323 0.60 638 0.52
8 71 -0.81 150 -0.50 329 0.94 638 0.52
9 73 -0.58 149 -0.58 308 -0.26 676 2.05
10 71 -0.81 157 0.06 291 -1.22 607 -0.72

VY HapenHoj Tabenu mpuKa3aHu Cy pe3yJTaTu mposepe Teopeme 4.14.

oajT n=10000 Z-BPEAHOCT n=20000 Z-BPEIHOCT n=40000 Z-BPEAHOCT n=80000 Z-BPEIHOCT
1 30 -1.50 91 1.54 163 0.44 313 -0.11
2 43 0.58 78 0.06 143 -1.16 329 0.79
3 32 -1.18 85 0.86 165 0.60 329 0.79
4 31 -1.34 72 -0.62 150 -0.60 309 -0.33
5 39 -0.06 83 0.63 144 -1.08 317 0.11
6 28 -1.82 65 -1.41 154 -0.28 288 -1.52
7 38 -0.22 83 0.63 153 -0.36 334 1.08
8 43 0.58 67 -1.19 162 0.36 296 -1.07
9 46 1.06 72 -0.62 168 0.84 314 -0.05
10 40 0.10 81 0.40 189 2.52 287 -1.58
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N3 npakTiyHuX pasiora y MpeTXoJHUM Taberama MpUKa3aHWu Cy caMo pe3yaTaTd 3a mpux 10
OajToBa. Ha ocHOBY KOMIUIETHUX pe3yiTara JT0OMjeHUX CIPOBONECHEM TECTOBA HANPABJHEHU CY
cnenehu xucrorpaMu. XUCTOrpaMu Cy TOOMjEHU TaKO IITO Cy Z-BPEIHOCTH KOj€ Cy Y HHTEpBaIy
on [-3,3] rpynucane y Mame UHTEpBAJeE.
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Cnuka 5. MpukKas pesyntata teopeme 4.1.
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20000
=== 40000
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Ha cnunu 5 nmpukasaH je XucTorpam z-BpeHOCTH T00HjeHUX TecTupameM Teopeme 4.1.

m € {10000,20000,40000,80000} kpyuena.
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Cnuka 6. lNMpukas pesyntarta LlIeHKMHCOHOBE Teopeme
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Ha caumu 6 mpukaszaH je XHCTOTpaM Z-BPEIHOCTH IOOMjeHUX TecTHupameM IleHKHHCOHOBe
Teopeme cam € {10000,20000,40000,80000} kpyuena.

Ha napennoj cimuu (cinuka 7) MpUKa3aH je XUCTOTPaM Z-BPEAHOCTH JOOHMjEeHHX TECTHpPAEeM
teopeme 4.14. cam € {10000,20000,40000,80000} kspyuena.

Cnwnka 7. MNMpwukas pesyntaTta Teopeme 4.14.,
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e==10000
e 20000
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Ha ocHOBY m00MjeHHMX BpPEAHOCTH W MPHUKA3aHUX XUCTOIpamMa, MOXKE C€ 3aKJbYUUTH Ja Ce
HajMamku OpoOj Z-BpeqHOCTHM Hana3u Ha oOomuma uwHTepBana [-3,3], a ma Taj Opoj pacte
npUOIMKABakHEM CPEMHU OBOT HHTEPBAJIA.
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5.2.3. Oacryname eKcriepMMeHTaJ/IHe BepoBaTHohe p' o
BepoBaTHOhe p gaTe Teopemom 4.3.

VY tecroBuma y oxesbky S5.2.1, p je OuHoMHa BepoBaTHoha w3 Teopeme 4.3. U CTaTHCTHYKH
TECTOBM HE TIOKa3yjy 3HA4ajHO OJICTYName y30paka oJ €. 3BOI Tora Ce CIpPOBOJE IpPYTH,
JETHOCTAaBHMU]JU TECTOBM ca BehuM y30pIMMa 4YMju j€ IIWJb J1a C€ TMPOBEPH Ja JU IOCTOJH
CTAaTHCTUYKM 3HAYajHO OJICTYMAame IpolleHe OMHOMHE BepoBaTHohe M3 y30pka o1 OMHOMHE
BepoBaTHOhe p u3 Teopeme 4.3.

3a 10BOJBHO BeNMK Opoj KipyuyeBa (y O3HAIM m), BepoBaTHOha p no0MjeHa Ha OCHOBY TE€OpeMe
4.3. craTUCTUYKH he ce pa3iInKoBaTH O]l eKCIIEPUMEHTAIHO o0ujeHe BepoBaTtHohe (y o3Halm p’
). Moxe ce cmaTpatu Jia ce BepoBaTHohe p U p’ CTaTUCTUYKH 3HAYAJHO PA3NIUKY]y aKo je

lp —p'| > 40,

[P Y€MY Ce KOPUCTH YMIbEHUIIA Ja Ce BPEIHOCTH CTaHAapIHE JeBHjalnje U3 TBphema 1 meHa
MPOIICHA U3 y30pKa MIPAKTUYHO HE Pa3iuKYyjy.

p(1-p)
m

N3 yumennne gaje o = , TIPETXOJIHA HEJE€THAKOCT CBOJIM CE HA

Ap > 4

raeje Ap=p—7p'.
Kako je p mano, u3pa3 1 — p Moxe ce apoOKCUMHUPATH jeIUHHUIIOM, a MPETXOJHA HEjeTHAKOCT
CBOJH c€ Ha

16-p

Ap?

m >

3aMEHOM BPEIHOCTH p U p' y MPETXOJIHO] HEJSAHAKOCTH T00HMja Ce Ja Ce MpOoIleHa BEIUYMHE
y30pKa m TPH KOjO] C€ MOXE OYCKHUBATH Ja BPEIHOCT p' M3 y30pKa CTATUCTUYKUA 3HAYAJHO
OJICTyTa OJl BpemIHOCTH p u3 Teopeme 4.3. 3aMEHOM KOHKPETHUX BPEIHOCTH Y MPETXOIHO]
HejeIHAKOCTH, n00uja ce na ce 3a m > 107 BepoBaTHOhe p W p' CTATMCTMUKM 3HAYajHO
pasnukyjy. Pamu mpoBepe HaBeAeHHMX CcBojcTaBa u3BpmieHO je mo 10 TecroBa ca m €
{10%,10°,10°,107,108} xbyuepa.

Ip-p|

g

VY nHapenHoj Tabenu MpuKa3aHu Cy pe3yiaTaTH Zz = 3a pa3InYuTe BEJIUUYUHE y30pKa m, TJe

je BepoBaTHONha p Ha OCHOBY Teopeme 4.3. mpuOmmkHO jeqHaka p ~ 0.005345.
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10* 10° 10° 107 108

p' z p' z P z p' z P’ z
1 | 0.005900 | 0.76 | 0.004990 | 1.54 | 0.005215 | 1.78 | 0.005264 | 3.51 | 0.005221 | 17.05
2 | 0.005300 | 0.06 | 0.005060 | 1.23 | 0.005219 | 1.73 | 0.005234 | 4.82 | 0.005210 | 18.54
3 | 0.005200 | 0.20 | 0.005230 | 0.50 | 0.005284 | 0.84 | 0.005218 | 5.49 | 0.005221 | 17.02
4 | 0.004200 | 1.57 | 0.005090 | 1.11 | 0.005133 | 2.91 | 0.005204 | 6.10 | 0.005222 | 16.83
5 | 0.004000 | 1.84 | 0.005220 | 0.54 | 0.005215 | 1.78 | 0.005200 | 6.28 | 0.005216 | 17.70
6 | 0.005000 | 0.47 | 0.005460 | 0.50 | 0.005239 | 1.45 | 0.005196 | 6.45 | 0.005209 | 18.64
7 | 0.005400 | 0.08 | 0.004720 | 2.71 | 0.005334 | 0.15 | 0.005232 | 4.90 | 0.005218 | 17.46
8 | 0.005700 | 0.49 | 0.005200 | 0.63 | 0.005226 | 1.63 | 0.005186 | 6.91 | 0.005211 | 18.44
9 | 0.006000 | 0.90 | 0.005130 | 0.93 | 0.005223 | 1.67 | 0.005239 | 4.59 | 0.005236 | 14.98
10 | 0.005000 | 0.47 | 0.005250 | 0.41 | 0.005103 | 3.32 | 0.005184 | 6.97 | 0.005216 | 17.67

Ha ocHOBY pe3ynTara NpuKa3aHux y Tabenu jacHo je aa ce 3a m = 107 u m = 108 xbyuepa

BepoBaTHOhE p W p' CTATUCTUYKU 3HA4YajHO pa3inukyjy. CIMYHO TOHAIIame OYeKyje ce W 3a

ocTaJia TBphema HaBeeHa y OBOM pPay.

Ha ocHoBy TecToBa cipoBeIEHUX MPHJIMKOM HM3paje OBOT pajaa, TECTOBH y onesbiuma 5.2.1. u
5.2.2. HUCY OTKpPWJIM OJACTyINama OJ NPHUOIMKHUX BPEIHOCTH IapaMerapa y TBphemnuma

U3JI0KEHUM y YETBPTOM IIOTJIaBIbY, JIOK j€ y 0/eJbKY 5.2.3. OTKPHBEHO CTaTUCTUYKH 3HAYAjHO

OJICTYTIAbE.
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6.3aKk/by4yak

Y 0BOM pajly yBEI€HU Cy OCHOBHHM KpUNTOTpadCKH IMOjMOBH, J1aT JieTajbaH onuc anropurma RC4
Kao W Tperyiel 0cCOOMHa M3JIa3HOT HM3a KOjU TeHEpHIe OBaj anropuTaM. Ha OCHOBY M3HETHX
0ocoOunHa, CITPOBEICHH Cy TECTOBH M ypal)eHa je CTaTUCTHUYKA aHalin3a JO0HjeHUX pe3yJiTaTa Koja
j€ M3JI0KEeHa Y 5. MoraBJby.

Omnuc anroputma RC4, ocobune n3nazHor Hu3a reHeparopa RC4, kao u mojennHu 1eJI0BH KOaa
KOjU cy KOopHuITheHH y mporpaMy, HalmMcaHu ¢y Kopuurhemwem aureparype [1].

Kao momohHno cpencTBo 3a mobujame u 00pany MOOMjeHUX pe3yiTaTra, KOpuliheH je mporpam
nucaH y nporpaMckoM je3uky C Koju ce Hajasu y Ipujory oBor pajaa. KibydyeBu 3a TecTHpame
CBOjCTaBa HaBeIECHUX Y 4. NOIJIaBJby, TEHEPUIILY CE€ y JBa KOpaka. Y IMPBOM KOPaKy ce MPOCTHM
JMHEapHUM T€HEPaTOpOM IICeYyAOCIIy4ajHUX OpojeBa M3reHepHile HU3 OpojeBa, a MOTOM ce Y
IpyroM Kopaky aooujenu Hu3 mudpyje anroputmom RC4. Ha taj Haunn ngoOuja ce cimydajan
Kbyd. Tectupame oapelheHor cBojcTBa, COPOBEAM CE€ MO MOCTYNKY YKPAaTKO OMUCAHOM y IIPBOM
0JIeJbKY 5. TIOTIaBJba.

VY oBOM pany HW3BpIIEHA je MpaKTHYHA MMPOBEpa IECHTPATHUX TBphema U3 CBAKOr oJeJbKa y 4.
MOTJIaBJbY, OCHM YCJIOBJBEHOCTH TIPBOT M3JAa3HOT 0ajTa KJbydeM, YKOJIMKO JOJATHO BaXKH 1A je
K[0] + K[1] = 0 (mod N). Onucanu HauuH 3a J00Hjame KJbydeBa KOPUCTH CE M 3a TECTHPAE
OBOI' CBOjCTBa, alM C€ MPHIUKOM TE€HEpucama KJbydeBa 070allyjy CBH KJbYUYeBH KOJjU HE
3an0BoJbaBajy yciaoB K[0] + K[1] = 0 (mod N). Ha Taj HauMH je OYEKHMBAHO Ja T'€HEPUCAIHE
pesynarara 3a 10.000 excriepumenata ca camo 10.000 ksbyueBa Tpaje npexo 80 catu.

Ha ocHOBY CTaTMCTHYKHX TECTOBA KOjH CY CIPOBENEHH y 0/1eJbKY 5.2.3, MOXe ce 3aKJbYyYHTH Ja
je mpoHahieH TeCT KOjHu /aje CTAaTUCTUYKU 3HAYajHO OJCTYMAmE O]l MPUOIMKHUX BPEIHOCTH
nmapameTpa u3 TBphema 4.3.

Jlajba MCTpakuBama OM Ce MOIJIa YCMEPHTH Ha yHamnpehuBame ajiropurMa 3a I'eHEpUCAe
KJbydeBa KOju 3a70BoJbaBajy ycios K[0] + K[1] = 0 (mod N).
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